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Executive Summary

Fast, responsive and reliable information access has
become essential to compete in todays economy. To
maintain a competitive edge, businesses must meet an
unprecedented demand for remote and mobile access
throughout the organization, from employees and
partners to contractors and customers. The availability
of high-performance commodity networks, the Web,
and powerful personal and mobile devices, offer entirely
new opportunities to be more productive and yexible in
the work environment. At the same time, administrators
must choose from an often confusing and poorly
integrated range of solutions, products, tools and
techniques for meeting access demands.

These challenges have become a nightmare for security
and compliance. Because security measures often
rely on user cooperation, the powerful mobility of
information has exposed the enterprise to a number
of high-prople attacks. Reliance on unmanaged access
and user-controlled endpoints has become intolerable,
particularly as regulatory compliance mandates a higher
level of accountability. These mandates are enforced
with high penalties which may include personal liability
for executives.

In wrestling with this dilemma, the enterprise faces
some hard choices: If it is to deliver availability, the
business expects to sacripce security or compliance. If
it is to be secure, it expects freedom of access to suffer.
In many cases, access cannot be highly constrained
without sacripcing the business values of productivity
and proptability. Often, strong security and high
availability are not achieved simultaneously, or even
to the same degree, due to these conyicting pressures.
One requirement is often met at the expense of the
other. As the enterprise seeks to maintain productivity
and proptability in a highly competitive environment,
security and compliance efforts are often challenged to
keep up.

These problems have led the enterprise to seek out
business-enabling information access solutions that
inherently provide security and compliance. The
centralization of security efforts that capitalize on core
IT assets is one such example. Recently, enterprises from
privately-held businesses, Fortune 500 public companies,
to major telecommunications network providers have

moved to centralize their IT security efforts. They have
brought security management into the core infrastructure
and away from the difpcult-to-administer, distributed
techniques of the past. The reason: Too many high-risk
gaps in the distributed approach, as evidenced by the
continuing success of distributed attacks.

Citrix, however, has implemented this centralized
security philosophy as a core aspect of product design
from its very beginnings, going back to the very prst
Citrix remote presentation offering. Since that time,
the Citrix Access Suite® has enjoyed wide adoption for
its ability to centralize and deliver a consistent, highly
responsive user experience across all boundaries of
location or mode of access. Executives may be less
familiar, however, with how Citrix can also deliver high
value in security and compliance assurance.

The Citrix Access Suite enables centralized control of
the complete end-to-end access platform, delivering
more manageable security and compliance, reduced
complexity, stronger enforcement, and better reporting
across the entire scope of IT, from users to core systems.
This centralized yexibility enables the enterprise to tailor
the balance of access with security and compliance
measures across the entire 1T environment, giving it
ownership of these strategic issues. The result is a highly
responsive user access experience, with comprehensive
centralized data control.

In this study, Enterprise Management Associates (EMA)
looks at how the Citrix Access Suite delivers a highly
granular package of centralized access management
and delivery. Key security and compliance features
are highlighted, as well as distinctive capabilities for
containing sensitive information enabled by the product
set. The executive, who may previously have considered
the Citrix Access Suite for delivering comprehensive
access at controlled cost, will have a new appreciation
for its ability to deliver security and compliance that
enables, rather than inhibits, the business.

The Case for Integrated Policy and

Access Management

The ability to access information from virtually
anywhere, at any time,.is no longer a luxuryf it has
become a business essential. From pocket devices and
cell phones to public Web browsers and wireless data
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networks, information is more mobile and more available
than ever before. Ubiquitous connectivity has, however,
created two particularly painful challenges which the
business must resolvefi while maintaining highly available
accessil if it is to remain competitive: reliable compliance
with security policy, and mandated regulatory compliance.

Compliance with Security Policy

Many of the most high-prople attacks to date have
resulted directly from the exposure of highly capablefi
but poorly securedfi network endpoints. Personal
systems and browsers are vulnerable largely because
of what they arefi personal. Because the maintenance
and administration of personal endpoints is largelyfi or
entirelyfi under the control of individual users, the
enterprise itself is at risk. More than anything else, a lack
of consistent measures that enforce protection, has been
the primary vulnerability exploited in these attacks.

In this context, ocomplianceé refers to adherence to
a security policy. Tools that can enforce an enterprise-
wise security policy have been the high-prople focus of
efforts to strengthen and coordinate security measuresi
but it is a substantial challenge to manage enforcement,
particularly when endpoints are widely distributed. This
challenge is difpcult enough to meet when endpoints
are distributed among both managed and unmanaged
systems throughout the internal LAN. When extended
to include personal and mobile devices or endpoints
connecting from external networks, it may place security
beyond the direct control of the enterprise, exposing it
to an intolerable degree of risk.

Regulatory Compliance

Of equal or greater impact for the enterprise as a whole
is compliance with regulatory mandates. In general, these
initiatives seek to focus the enterprise on accountability
and control, primarily through process discipline and
corporate governancefi mandates often implemented
in IT. Requirements include the use of authentication
to assure the identity and authorization of users,
limitations on access, privacy of personal information,
and the segregation of responsibilities between users
and groups to limit abuses. Auditing is usually required
to demonstrate compliancefi meaning controls must
also incorporate an appropriate level of reporting.

The challengefi and costii of implementing compliance
is compounded by the fact that many businesses have

a highly distributed information infrastructure, with IT
systems, devicesand data found throughout the enterprise.
When infrastructure and data can be centralized and
consolidated, the level of compliance effortand associated
cost burden is substantially reduced. This can be directly
accomplished in the data centerfi but a distributed end-
user environment may blunt the effectiveness of such
efforts. If, however, the end-user experience can also be
centralized the total compliance effort may be far more
achievable, effectivefi and affordable.

These are not trivial considerations for IT today. Despite
the fact that compliance timelines may be uncertain,
some aspects of initiatives are already quite clear, such
as the substantial penalties for non-compliancef
including personal liability for business executives. While
harsher penalties apply to intent over neglect, the scale
of penalties is substantial. In the case of the Sarbanes-
Oxley Act, for example, the penalty for a CEO or CFO
knowingly submitting a false or misleading compliance
certipcation may be as high as $5 million and up to
20 years in prison. Failure to comply with the Health
Insurance Portability and Accountability Act (HIPAA)
could cost up to $25,000 yearlyfi per violationfi in civil
pnes alone. Note that this pgure represents an isolated
violation. In fact, the risk of multiple violationsii even
if inadvertentfi is highly probable in a complex or
multiply-regulated environment. As the violation risk
accumulates, the penalty risk becomes substantial.

The Dilemma: Access or Control?

The high mobility of enterprise informationfi as well as
the associated exposures and vulnerabilitiesfi combined
with increasingly strict compliance demands, have drawn
the enterprise into a singularly frustrating dilemma:

A With the wide diversity of endpoints and
information delivery capabilities at its disposal,
the enterprise has the ability to enable a highly
agile, mobile workforce. It is strongly motivated
to leverage these capabilities to enable greater
productivity and freedom, reducing the costs of
business operation and enhancing revenue.

A At the same time, the enterprise increasingly
recognizes the high risk associated with the
lack of granular control of this availability,
which continues to manifest in the high cost of
exploits, as well as the cost of risk mitigation.
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The enterprise subject to regulatory compliance is
also at risk of costly penalties if it mishandles its
information assets.

The cost of solving this dilemma has been a burden for
the enterprisefi a burden exacerbated by the fact that
compliance requirements will continue to evolve and
grow. Many see security and regulatory compliance as
an expensive requirement that sometimes delivers little,
if any, measurable value to the core business; yet which
takes valuable assets away from more strategic initiatives.
In order to address the cost of compliance, while at the
same time enabling the enterprise to pursue its strategic
priorities, solutions are needed that deliver primary value
beyond security or regulatory compliance alone.

The need could hardly be greater; increasingly, worms
and viruses are exploiting the vulnerability of user-
managed systems to leave behind malicious, often hidden
functionality that can be leveragedfi utterly unknown to
the userfi in the most serious large-scale attacks. Threats
from keystroke logging to identity theft increasingly take
advantage of the present gaps in distributed IT. Even
when no specipc danger may be oclear and present,6
simply the threat of misplacing a portable device carrying
sensitive information can pose a substantial business risk.
At the same time, the increasingly distributed nature of
business itselfi under the poorest conditions of system
availability, network bandwidth, or immature technology
in developing regions, for examplefi means that IT that
must be able to ofour-wheel drive6 securely over any
kind of network terrain.

This is the argument for solutions that deliver integrated
policy management tools for enabling the security as well
as the regulatory compliance of the enterprise. These
solutions deliver inherent value of their own, as well as
security and compliance as aspects of core functionality.
As such, they may also be distinguished by their ability to
achieve an elusive goal of both security and regulatory
compliance: these are solutions that enable rather than
inhibit the business of the enterprise.

Three Key Requirements

In summary, the cost-effective delivery of information
access that is both secure and compliant must meet three
principal requirements:

A Flexible Access Options: In order to improve
productivity and decrease costs, the enterprise is
strongly motivated to capitalize on the broad range
of options available for information mobility.
Preferred options will deliver as much as possible
of the robust performance and consistency of use
experience associated with less mobile solutions.

A Security and Regulatory Compliance: The
broad availability of yexible access must be
balanced against enterprise requirements to meet
security and regulatory compliance mandates.

As these mandates continue to evolve, solutions
that enable high granularity while maintaining
yexibility are preferable to those that are less
adaptable. Solutions that deliver these controls as
an integral aspect of functionality are preferred
over alternatives, because of their ability to absorb
compliance costs in the delivery of core value.

A Information Containment: A critical aspect of
assuring both information security and regulatory
compliance is the proper handling of information
itself. Measures must assure that critically sensitive
information is limited only to the right people, in the
right context, at the right time. This may apply not
only to remote access, but to policy-specipc groups
of users and resources within the enterprisefi a
key point to consider in addressing, for example,
regulatory compliance that mandates division of
responsibilities to limit potential abuses.

The Strategic Value of Centralized Management

In order to achieve these objectives, a managed approach
to access is clearly required. In order to assure that
objectives are met, it is critical that the enterprise not
be forced to rely on the cooperation of individuals, as is
presently the case with many solutions that deliver access
to endpoints beyond enterprise control. A strategic
approach must give the enterprise centralized control of
critical compliance and security measures balanced with
robust access management, delivering business-enabling
value with efpcient containment of compliance costs.

The Citrix Access Suite: Designed for
Access Security

The centralization of highly yexible, manageable
access options, balanced with highly granular access
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policy management supported by secure infrastructure
resources, are core values of the Citrix Access Suite.
These values are not add-ons to the Citrix product set;
they are fundamental aspects of design that extend back
to the origins of the company itself.

The distinction of the Citrix product family in the
IT marketplace is the value it offers in centralizing
and integrating the management and availability of
information resourcesfi including the end-user access
experience. This makes the Citrix Access Suite an
exemplary model among security- and compliance-
enabling solutions that integrate policy management
with primary functionality. This centralization includes
key aspects of the endpoint itself. This substantially
simplipes and enhances the assurance of uniform
compliance with security or regulatory policy. The values
of centralization are extended by a comprehensive
Citrix infrastructure that delivers security from servers
to endpoints. Together, these core features of the Citrix
product family enable higher conpdence in the end-to-
end security and compliance of IT, while at the same
time delivering a consistent quality of user experience
across a wide breadth of access options.

These values of Citrix product design position the
company in the marketplace of IT security much like
how a castle protects valuable assets. When assets are
widely distributed, they become much more challenging
to protect. When they can be centralized, their protection
can be highly concentrated with greater assurance, in
much the same way as a castle provides a centralized focus
of defense. This approach also enables access to sensitive
assetsto be controlled centrallyaswell. Furthermore, Citrix
sees that the moat and wall around the castle corresponds
to protective security technologies implemented to
prevent malicious attacks. These technologies include
elements such as intrusion detection systems (IDS),
prewalls, anti-malware tools such as antivirus and anti-
spyware, and other protective measures.

When access security is provided, the drawbridge
leading to one central location can be managed with
much greater conpdence than attempting to assure a large
and widely distributed number of possible entry points.
Access security is all about managing and monitoring
who is coming into the data center, and what they are
taking away.

The Citrix Access Suite delivers this high-conpdence
approach through four primary aspects of product
design:

A Centralized application delivery from the data
center;

A Centralized end-to-end access management;
A Distinctive access innovations:
A Secure and comprehensive infrastructure.

Centralized Application Delivery from the

Data Center

At the heart of Citrix centralized security values are the
Citrix data center platforms for application presentation
and delivery: Citrix Presentation Serverf and Citrix
Access GatewayE.

Remote Presentation

Perhaps no Citrix product represents what the
0Secure by Designd philosophy means as much as
Citrix Presentation Server, todayis version of the
companyts core offering. When it prst appeared in the
market, the forerunner of todayk Presentation Server
almost single-handedly depned an entirely new product
category: server-based remote presentation of the userfs
computing environment.

Before Citrix, the Microsoft® WindowsF user experience
was limited to the individual sitting directly in front
of a Windows PC. With the advent of what is today
Presentation Server, a Windows environment running
on a central server could be made available to multiple
remote users. This was a signipcant departure from
remote peer-to-peer desktop access or UNIXE-based
X Windows, since Citrix made delivery of the Windows
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environment available to multiple simultaneous users from
a managedf and manageablefl central server. This
allowed the server administratorfi rather than the end
userfi to centrally control conpguration, partitioning,
and protection of the Windows environment available
to many users.

This led to almost immediate recognition of Presentation
Server not only as a highly cost effective option for
making a managed end-user environment available to
multiple users in a centralized way, but as an end-user
environment that could be centrally secured with high
assurance. As security issues and the cost of maintaining
distributed end-user environments have skyrocketed in
the years since, demand for Citrix Presentation Server
has increased signipcantly. As regulatory compliance
has become an increasingly demanding obligation for
IT, Citrix Presentation Server offers a high-conpdence
option for assuring that necessary internal controls over
the application execution environment are in place.

Citrix Presentation Server is available for remote
presentation of both Windows and UNIX environments
and applications. Presentation Server represents
additional value in that it can be used for remote
presentation of individual applications as well as an
entire desktop environment. This provides a signipcant
benept of its own. A business may, for example, see a
need for making an application widely available, such as
an ofpce productivity application for mobile users. Often,
such an application may not be one that is adapted for
remote delivery. It may be a legacy application, or one
not designed for a distributed environment. In such a
case, the enterprise may be forced to consider the cost
and effort necessary to adapt functionality to distributed
availability, such as Web development. Remote
presentation of individual applications can be a valuable
alternative in this case, relieving the business of having
to absorb the substantial cost of Web development
and adaptation, by simply presenting the application to
remote users via Presentation Server.

Whether delivering a complete desktop environment
or a single application, Citrix Presentation Server has
been honed to deliver this experience with scalability
and reliable performance, taking advantage of many
years of Citrix innovation in enhancing the features,
functions and performance of remote presentation.
This experience includes the challenges faced in the

delivery of remote presentation to a wide variety of
environments, from highly provisioned data centers
to low- or variable-reliability. It has succeeded when
delivered over high bandwidth networks as well as low-
performance links. These are all scenarios faced by widely
distributed Citrix customers, particularly those that span
multiple geographies, where resourcesii or even current
technologiesfi are not always available.

Centralized End-to-End Access Management

The centralized delivery of information access for the
diverse and distributed enterprise requires well-depned
access controls. This introduces challenges of its own:

A User identipcation and authorization:
Users must be positively identiped and their
access authorization veriped. This challenge is
complicated by the fact that users may require a
wide variety of access to a range of resources, each
with its own access demands. The maintenance
and administration of multiple user accounts and
access requirements itself represents a substantial
challenge, not only to IT security and compliance,
but to controlling the cost of IT itself.

A Access context: The delivery of access must also
take into account the context within which it is
made available. For example, it may be inappropriate
to deliver a sensitive spreadsheet to a user
connecting from a public Web browser or wireless
access point, regardless of whether that user is
authorized to access the same information from the
internal corporate LAN. Even within the enterprise
LAN, the difference between a network-wired PC
that remains on the userfs desk and the useris own
portable wireless PDA should be distinguished,
in order to enforce a policy on whether or not
information should be made available that could
leave the enterprise or become lost.

A Access options: When centralized application
delivery or remote presentation are not options,
the distributed enterprise may still need to enable
remote access to data center resources from the
endpoint, such as data center ples or printers, for
example. Conversely, the availability of local disks
or other local resources may be required when
interacting with enterprise applications. These
interactions between the local environment and the
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data center must be well managed to assure that
access to sensitive information can be controlled

A Endpoint control and information
containment: Even with centralized application
delivery and remote presentation, the end-user
environment is not entirely passive. Controls on
what the endpoint can do with the resources made
available are essential. Browsers, for example,
often cache local copies of data and ples that the
enterprise may not be aware have left its control.
Browsers distributed on end-user systems also
offer little control over what they can download
and introduce into the enterprise. Control of the
impact the endpoint environment can have on
the enterprise is vital in the face of todayts highly
prevalent worms, viruses and blended threats that
combine multiple attack functionalities. These
threats have beenfi and continue to befi one of
the single biggest challenges to delivering safe,
compliant, and cost-effective IT.

The Citrix product family addresses access management
from the outset of user interaction, at the point of initial
user identipcation and authorization. This is the role of
Citrix Password Manager® , which provides centralized
enterprise single-sign-on (ESSO) for multiple resources,
complementing the centralized availability of a wide
range of applications and resources made available by
Citrix Presentation Server and Citrix Access Gateway.

Citrix Password Manager reduces user exposure to
multiple passwords and logins, enhancing security
and compliance while also reducing support costs. It
can also enforce password policy requirements, such
as strong passwords or password rotation. The value
of Citrix Password Manager has been recognized by
enterprise-class identity management vendors such as
Hewlett-Packard, which has partnered with Citrix to
make Citrix Password Manager the ESSO option for the
HP OpenView Select Identity portfolio.

Strong authentication is enhanced in the Citrix
approach through cooperation with partners such as
RSA Security and Secure Computing. These partners
enable the integration of measures such as two-factor
authentication using tokens, smartcards, and industry-
standard, identity-linked encryption.

Once users are identiped, centralized, secure access
to applications, ples, printers, or other enterprise
assets is enabled by Citrix Access Gateway. Citrix
Access Gateway is a universal SSL VPN appliance that
provides a secure, always-on, single point-of-access to all
applications and protocols. It delivers access based on
the secure Web technology of SSLfA including the use of
industry-standard SSL/TLS encryption of information
between appliance and endpoint, and delivers access
through any prewall. Its Web-deployed, auto-updating
client makes it fast, simple and cost-effective to deploy
and maintain. A worm-blocking client and integrated
end-point scanning help to assure that devices meet
company security standards. The underlying technology
automatically and seamlessly reconnects users to their
applications and documents when they change locations
and devices and gives remote and mobile users an access
experience comparable to that which they have at their
desktop.

Of course, Citrix Access Gateway is optimized for
best compatibility with the entire Citrix Access Suite.
In addition, Citrix Access Gateway has been optimized
for IP telephony, providing a vital aspect of security of
increasing concern to the enterprise: the protection of
IP telephony trafpc from interception, eavesdropping,
or tampering. SSL VPN encryption provides this security
in Citrix Access Gateway, with features designed for IP
telephony optimization.

The SSL VPN functionality of Citrix Access Gateway
also addresses another important enterprise security
concern: the security of wireless connectivity. With
Citrix SSL VPN, end-to-end data encryption is provided
at every point between the endpoint and the data center,
protecting trafpc over any wireless medium, as well as
over every other data link between the enterprise and
the user.

A differentiating feature of Citrix Access Gateway is
the Advanced Access Control option, which enhances
access management with sophisticated centralized control
of local endpoint resources as well as those in the data
center. This combination can adapt policy management
to resources and access scenarios with high yexibility,
depending on who is requesting access, where they are, how
access is requested, and what is being accessed.
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Distinctive Access Innovations

When combined with the centralized application
delivery options of the Citrix Access Suite, Citrix Access
Gateway offers one of the most yexible product sets
available for implementing a high degree of granularity
in access management. For example:

A At the most restrictive, Citrix Access Gateway
may limit access to specipc URLS based on user
identity.

A Where the efpciency and control of a centralized
application may be preferred, Citrix Access
Gateway enables pnely grained control of delivery
of enterprise and Web-based applications,

A When centralized applications are not adapted
to Web deliveryfi or where Web adaptation is
prohibitive for cost or other reasonsfi Citrix
Presentation Server enables remote presentation
of individual applications, without requiring
application-specipc adaptation to the Web.

A When broader access is required, Citrix
Presentation Server can deliver remote
presentation of the entire desktop environment,
with native management of access to local and
data center resources.

A Where endpoint resources are highly constrained,
as with personal or mobile devices, the Citrix
Access Suite can adapt delivery to these conditions,
enabling a consistent user experience across a
range of options unique in IT.

The yexibility of the Citrix Access Suite enables several
distinctive security and compliance features:

Endpoint Security: Built-In, Not Bolted-On

The centralized Citrix approach to managed access
helps enable security and regulatory compliance
throughout the comprehensive IT environment, from
the data center to the endpoint. The implementation of
security and compliance can be a challenge in a highly
distributed environment. Cost scales with complexity,
and deployment and maintenance of measures can be
uncertainfi particularly when the enterprise is dependent
on users for effective deployment.

Inadequate enforcement of endpoint security in
particular has been directly responsible for the success

of the worms and fast-moving threats of recent
months and years. Lack of direct enterprise control and
enforcement of measures such as up-to-date antivirus
protection, host intrusion prevention, and an acceptable
conpguration of hardware, software and running
processes, is the most signipcant cause.

As an alternative to the local hosting of the end user
experience, Citrix Presentation Server hosts the endpoint
environment within the data center itself. This enables
the data center to directly control the deployment of
endpoint security measures within that environment.
Without the reliable centralized management of such
measures, the entire enterprise is placed at risk.

When access to centralized resources is enabled by
Citrix Access Gateway, the gateway performs an
endpoint security compliance check before a connection
is established, and can monitor and enforce endpoint
integrity for the duration of the connection.

These features can be used to leverage the deployment of
toolssuchasasecure browser. Using aremotely presented
Web browser delivered by a secured Presentation Server
can prevent downloading of uncontrolled Java applets
and ActiveX controls to the client. Secure browser
delivery also prevents direct access to unauthorized Web
applications and sites, through constraints such as a Web
server access list. Not only does this help to control
unauthorized data transmission between the client and
the data center, it can also be an effective protection
from dangerous threats that seek to leverage browser
ohijackingd without the useris knowledge, a technique
used in phishing and other attacks.

In partnership with industry leaders from Microsoft to
WholeSecurity and Secure Computing, the entire Citrix
Access Suite leverages new and innovative endpoint
compliance enforcement solutions, centralizing the
assurance that endpoints are secure and compliant
before access is delivered, and throughout its duration.

SmartAccess and Information Containment

One of the distinctive innovations in the Citrix Access
Gateway and its Advanced Access Control option is the
implementation of Citrix® SmartAccess. SmartAccess
delivers the intelligent automation of security and
compliance measures based on the access context,
providing a high degree of control over sensitive
information.
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Compliance initiativesfi as well as the sensitivity of
business-critical assets such as intellectual property
or personal informationfi may require the strict
containment of information within the enterprise. This
can be challenging to enforce. Without knowing the
context of a user session, access delivery may not be able
to discern when sensitive ples are being accessed from
outside enterprise control. When accessing a spreadsheet
from a browser, for example, the spreadsheet itself may
often be left behind in cache or temporary ples. Users
may require local access to data in order to do their
work. Removable storage and portable devices pose
additional risks.

SmartAccess senses the context of the endpoint,
and delivers policy-compliant access accordingly.
SmartAccess determines who is requesting access, where
they are, when access is requested, and how it is requested.
If compliant, then and only then will SmartAccess enable
access to resources according to policy. This provides
the ability to set access policy based on a combination of
variables. For example, a user may be authorized to have
read/write access to information within the enterprise
LAN environment, but when it is determined that the
same user seeks access to the same resources from a
different environment, such as a public Web browser
or wireless airport access point, access rights may be
constrained. This capability can be particularly valuable
for the compliance-sensitive organization.

Another important direction for Citrix access
management is innovative capability for constraining
the delivery of information. Policy may mandate that
sensitive information remains in the data center rather
than allowing the download of a local copy that may
then be beyond the control of the enterprise.

Granular Security Zones

Compliance may require the segregation of resources
among specipc users and groups. Employees, for
example, may be denied access to sensitive payroll
information, while executives may be restricted in
their access to pnancial performance records. External
contractors or project staff may be granted access to
project-specipc resources across multiple functional
groups, but restricted from other resources outside
their function.

The Citrix Access Suite can enable such osecurity
zones6 that embrace all these aspects of control. At the
level of application delivery, Citrix Presentation Server
and Citrix Access Gateway both enable applications
to be isolated in their execution environment between
specipc users, roles, and user groups. This centralizes
isolation of controls on application management and
ownership, even when the same application is available
to different user or ownership groups on the same
server environment.

Finely-grained Citrix access management also includes
features that support ocontent redirectiond to ensure
that proper and secured centralized applications are used
rather than those local to the endpoint. This restricts
access to specipc resources as administratively depned.

These features provide high granularity in delivering
compliance today, and strong positioning for the future
of the enterprise as the concept of security zones
matures in the future.

Citrix SmoothRoaming and User Mobility

One of the most interesting and useful functionalities
of the Citrix product family also provides strong value
in security and compliance. This technology is called
Citrix SmoothRoamingé, and demonstrates the value of
the integrated Citrix Access Suite in many ways.

In SmoothRoaming, Citrix access managementassociates
the user with their context as they move through changing
access scenarios. For example, a hospital clinician moving
from room to room will be able to have their access
sessionfi complete with all resources, rights, and even
applications still running from the previous locationi
made instantly available to them, without any interruption
from the previous context, at the bedside endpoint as they
move from one room to the next. Coupling this capability
with Citrix® Proximity Printing technology also allows
for any print job to also follow the user around from
printer to printer, again without manual intervention. At
the same time, the intelligent Citrix discernment of the
changed environment would automatically restrict access
to context-specipc information, such as the availability
of one patientis records in another patientis room.

Without the centralized management of policy and access
control governing the user and their access rights in
context, regardless how or where they move, the enterprise
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would be required to deploy security and compliance
enforcement measures on each endpoint and distributed
application environment. This variety of roaming would
be unlikely to be d6smoothd in any sense. Not only does
SmoothRoaming enable a seamless access experience
that dynamically changes with the access contextfi it
does so while enforcing a consistent, centralized
security and compliance policy that follows both user
and context as they move. In the hospital illustration,
for example, this can be of high benept in reducing the
cost of compliance with regulations governing personal
health information, such as HIPAA.

Secure and Comprehensive Infrastructure

The secure infrastructure of the Citrix Access Suite is
more than centralized delivery or strong SSL encryption
of network connections to access endpoints. It includes
key assets for access support and integration with
the enterprise.

Citrix common product infrastructure technology not
only facilitates the reliable integration of the entire Citrix
product family, it also supports integration with third-
party security, compliance, and IT management systems
that expand the manageability of enterprise information
resources. This includes third-party management tools
from Microsoft; management console snap-ins for
Computer Associates systems, HP OpenView, and other
vendors; and directory integration with Microsoft Active
Directory and other industry-leading directory options.
This extends the reach of management initiatives that
enhance security and support regulatory compliance.

The Citrix product family also supports the point-to-
point connection of 1T users and resources in a centrally
managed way. The remote support functionality of Citrix
Presentation Server as well as Citrix® GoToAssist®
enables direct support of the useris actual session within
the controlled environment. These tools also assure that
users can be aware of when they are being monitored
in a support session. Citrix¥ GoToMeeting® provides
collaborative application and information sharing
without the risk of uploading potentially sensitive
enterprise information to a third party network. When
remote access from one endpoint to another endpoint
is required for other purposes, the managed enterprise
version of Citrixe GoToMyPCE permits this in a way
that administrators can control from a central console,

providing better control of remote access than many
similar alternatives.

These features are complemented by the availability of
gateway appliances that are designed and hardened for
DMZ deployment. Citrix Access Gateway also provides
masking of internal IP addresses, controls on so-called
osplit tunnelingd (the simultaneous connection of
endpoints to the trusted internal network and untrusted
external nodes), and protections against network bridging
at the endpoint. These steps all contribute to helping
prevent open network access and the traversal of fast-
moving worm attacks. The SSL connectivity afforded
by the Citrix Access Suite provides strong, industry
standard encryption of the dtunnelé between endpoint
and data center, an industry standard for the protection
of information in transit. Even the information in transit
itself is afforded protection by the Citrix approach. For
example, the interception of remote presentation trafpc
does not yield clear text data, due to the compressed and
virtualized nature of remote presentation techniques.

Security and Compliance Benefits of the

Citrix Access Suite

The key benepts of centralization delivered by the Citrix
Access Suite make it possible for the enterprise to take
advantage of arange of options for delivering integrated
security and compliance with strong measures. These
benepts include:

A Conpdence in Extending Flexible Access:
With the Citrix Access Suite, the enterprise can
be more conpdent in extending manageable,
secure access to a wide range of endpoints and
environments, from unmanaged or un-owned
devices such as kiosks, terminals, hotels, loaned
partner and customer devices, to consumer and
home systems. Centralized delivery of access
that incorporates highly granular measures of
context also enables secure device sharing, such
as that commonly found among bank tellers,
pnancial consultants, point-of-sale systems,
libraries, manufacturing stations, and health care
workstations, just to name a few.

A Uniped Network Architecture: The Citrix
Access Suite provides a single architecture that can
be secured for all users, regardless whether they are
internal, external, business partners, consumers,
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contractors, or other enterprise information
consumers. All can use the same system, but
with highly detailed controls and segregation of
resources, which frees the enterprise from having
to providefi and absorb the cost and effort of
securingfi individual structures for each.

Uniped Management Interface: The
centralization of Citrix access resources enables

a single source of information and control for
security policies and settings. The Citrix product
family also supports direct integration with
common third-party management tools to extend
this value. When control must be decentralized,
Citrix centralization provides for the manageable
delegation of administration organizational subunits
regardless whether by server or application.

Business Continuity: When access to business-
critical information is interrupted, the business
itself is at risk. Regardless whether an interruption
is due to information loss or a full-scale disaster,
the centralization of applications and data via
the Citrix Access Suite enables the enterprise

to recover the comprehensive information
infrastructure, from the data center to the
endpoint user environment, quickly, securely, and
with minimal business impact. In addition to the
native business continuity features of the Citrix
Access Suite, Citrix partners with leading vendors
such as IBM in delivering value in business
continuity assurance.

Regulatory Compliance: Together, these
benepts represent a very high degree of control
that can be leveraged throughout the enterprise,
from the data center to the endpoint, whatever
the endpoint may be, or wherever it may be
found. This level of control corresponds to
signipcant compliance requirements for internal
IT controls and business processes. One of the
greatest burdens of compliance is the cost of this
required level of control. The centralized, uniped
Citrix approach helps deliver this degree of
compliancefi including detailed reporting across
the comprehensive infrastructure that corresponds
to regulatory audit requirementsii but at
substantially reduced effort and cost.

EMA's Perspective

Therecenttrendincentralizing I T securityandcompliance
management efforts in the core infrastructure has been
news to manyfi but not to Citrix, whose centralized
functionality has represented a fundamental aspect
of design from the very beginning of the company.
Todayts trend toward centralized security makes it clear
that the Citrix approach has been as forward-looking
with respect to security and regulatory compliance as it
has been for delivering the efpciencies of a centralized
IT environment.

No enterprise should enable access to business-critical
information lightly. The access decision should always
be informed and deliberate, taking into account business
requirements as well as security and compliance issues.
This decision is among the most difpcult the business
must make. In delivering an exemplary package of
integrated access, security and compliance, the Citrix
Access Suite can solve this dilemma for a wide range of
enterprises, with signipcantly reduced cost and increased
efpciency thanks to the centralization of access and
compliance management. For the enterprise attuned to
the strategic value of 1T and information assets, or more
stringently subject to compliance requirements, the
Citrix Access Suite can be a principal business enabler.

The Citrix Access Suite offers an unusually yexible
combination of features that are particularly appealing to
the business with a large number of remote or high-value
employees in a highly competitive or regulated industry.
The SmoothRoaming capability, for example, leverages
the use of proximity-sensing technology to literally enable
the user environment to follow the user from place to
place. Such features enable the enterprise to maximize
the productivity of high-value personnel, bringing
all the benepts of contextually sensitive compliance
management to bear in combination with a consistent
user experience across a variety of endpoints.

A paradoxical measure of the elegance of integrated
security and compliance is that the value of these benepts
can sometimes be underplayed in the light of the core
business value of the solution. In the past, executives
may have considered the Citrix Access Suite for its
value in reducing the total cost of ownership (TCO) of
the comprehensive IT environment. Today, executives
should also consider that simpliped, centralized IT
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management offers strong benepts and potential to
lower the total cost of security and compliance as well.

Enterprise Management Associates is conpdent that,
in this era of heightened concern over security and
compliance, combined with increasing capability and
pressure to deliver ubiquitous information access, Citrix
will continue to expand its security and compliance
capabilities and place them front and center. In so doing,
it will provide a substantial service to the security- and
compliance-sensitive enterprise, in its ability to deliver
an unusually complete and integrated package.

About Citrix Systems, Inc.

Citrix Systems, Inc. (NASDAQ:CTXS) is the global
leader in access infrastructure solutions and the most
trusted name in secure access for enterprises and
individuals. Nearly 50 million people in more than
120,000 organizations around the world use Citrix every
day. Its software gives people secure and well-managed
access to business information wherever it lives-on
demand. Citrix customers include 100% of the Fortune
100 companies, 99% of the Fortune 500, and 92% of the
Fortune Global 500. Based in Fort Lauderdale, Florida,
Citrix has ofpces in 22 countries, and more than 7,000
channel and alliance partners in more than 100 countries.
For more information visit http://www.citrix.com.
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