A
TECHNICAL REPORT U EQUALLOGIC

USING ACTIVE DIRECTORY FOR
ACCOUNT AUTHENTICATION TO
A PS SERIES GROUP

ABSTRACT

This Technical Report describes how to configure Internet
Authentication Service to leverage accounts in Active Directory
to control login authentication to a PS Series Group.

TR1035
1.0



Copyright © 2008 EqualLogic, Inc.

Jan 2008

EqualLogic is a registered trademark of EqualLogic, Inc.

All trademarks and registered trademarks mentioned herein are the property of their respective owners.

Possession, use, or copying of the documentation or the software described in this publication is authorized
only under the license agreement specified herein.

EqualLogic, Inc. will not be held liable for technical or editorial errors or omissions contained herein. The
information in this document is subject to change. Your performance can vary.

PS Series Firmware Version 3.2

Page 2 0f 30



Table of Contents

Revision INFOIMALION .....oo.eeiiiiiiiiiiiiiee ettt ettt ettt b e et e st et s seesae et 4
INEEOAUCTION ..ottt ettt ettt et et et et e e s bt e s aeeeateeabe e be e seesseesneesneeenseenseenseasseesanenns 5
OVEIVIEW OF SEEPS 1ouvviiiiiiiieiieiieite ettt et e et e steesttestaeesbeesbeesseessaessaessseasseesseasseesssessesssesssessseassesssens 5
Installing and Configuring Internet Authentication Service (IAS) .....cccooviiieiiiiiiiniiee e, 5
Configuring a PS Series Group as a RADIUS Client on the IAS Server.......cccoceveveienineencncneennnn 6
Creating Remote Access Policies on the TAS Server ........ccovoviieeciiiiiiicieceeee e 7
Adding the EqualLogic Vendor-Specific AtrIDULES ........cccvveviierieiieiieere et eie e seeesevesveesneens 14
Managing SAN Administrators With Active Directory GIOUPS........cccerueeeereeririerienieeieneeeeesee e 19
Creating a New Active Directory Group for PS SAN Administrators..........cceeeeveeevieerveeeereeeneveennne 19
Adding the Active Directory Group to the Remote Access POLICY .....ccccveevieiieciieniiierie e 21
Configuring the PS Series GIrOUP......c.eccveriieriierierierierte et et et esieesteeseesssesssessseesseessaessaessaessessssessenns 22
Using the Group Manager GUI .........cocooiiiiiiiiiiiieteeete ettt 22
USING the CLI ..ottt et e et e e st e e e tae e ebeeesbee e sbeessbaeessseessseesnsaeensseesnseeanes 24
F N 070153 1T £ RS 26
EqualLogic Documentation and Customer SUPPOTT ......cc.eeeeriirierieniertenienieetenieeiterte et 30

Page 3 0f 30
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The following table describes the release history of this Technical Report.

Report Date Document Revision

1.0 Jan, 2008 Initial Release

The following table shows the software and firmware used for the preparation of this Technical Report.

Vendor Model Software Revision
Microsoft® Windows® Server 2003 R2 Service Pack 1
EqualLogic PS Series Firmware Version 3.2 and higher

All EqualLogic Technical Reports are available on the Customer Support site at:
https://www.equallogic.com/support/

Page 4 of 30



INTRODUCTION

Enterprises of all sizes consolidate user management and authentication into services such as Active
Directory. It is common in these environments to want to control administrator accounts in the PS Series
SAN from Active Directory. PS Series arrays allow the authentication of administrator (and iSCSI) accounts
with AD, by using a server running Internet Authentication Service (IAS) as a connector between the PS
Series SAN and Active Directory.

This paper describes the setup of Windows IAS service and configuration of RADIUS clients to authenticate
to PS Series groups. Using RADIUS allows Active Directory and the PS Series group to administer accounts
for SAN management. This configuration can improve security and centralize administrator privileges
throughout the PS Series SAN.

This Technical Report includes steps to configure IAS by creating a Remote Access Policy that grants full,
group-wide administrative privilege to the PS Series group. In Active Directory, you assign users to a new
AD group to grant SAN management privileges to individual users.

In addition, remote access policies can be created to authorize pool-only or read-only administrators if
desired.

Overview of Steps
The major tasks involved are as follows:
1. Install and configure IAS. See Installing and Configuring Internet Authentication Service (IAS).

2. Configure the PS Series group as a RADIUS client to IAS. See Configuring a PS Series Group as a
RADIUS Client on the IAS Server.

3. Create a Remote Access Policy in Active Directory that grants administrator privilege to a PS Series
group. You need to add two required vendor-specific attributes for EqualLogic to the new policy. See
Creating Remote Access Policies on the IAS Server.

4. Create a new group in Active Directory and add select users to that group. The members of this group
are those users who will administer the PS Series group and to whom the Remote Access Policy will be
applied. See Managing SAN Administrators With Active Directory Groups

6. Configure the PS Series group to recognize and accept login attempts from the RADIUS server. See
Configuring the PS Series Group.

The following sections describe each of these tasks in detail.

INSTALLING AND CONFIGURING INTERNET AUTHENTICATION SERVICE (IAS)

This section covers installing [AS. We recommend running IAS on the same server hosting the Active
Directory. If you cannot or choose not to, you must make sure that both servers are members of the same
Windows Server 2003 domain, or that the IAS server can proxy to another IAS server with domain access to
Active Directory.

This procedure assumes you will install and configure IAS on the same server hosting Active Directory.
Perform the following steps to install and configure the IAS Server:
1. Click Start > Control Panel > Add or Remove Programs.

2. Click Add/Remove Windows Components.
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3. In the Windows Components dialog box, select Networking Services, then click Details.

4. In the Networking Services dialog box, check the box for Internet Authentication Service, then click
OK.

5. You return to the Windows Components dialog box. Click Next.

6. On the Completing the Windows Components Wizard screen, click Finish.

After installing IAS, you must make some modifications to the configuration, as follows:
1. Click Start > Administrative Tools > Internet Authentication Services.

2. In the Internet Authentication Services console, right-click Internet Authentication Service (Local),
then click Register Server in Active Directory. This setting allows the IAS Server to authenticate users
in the Active Directory domain.

3. Click OK.

Configuring a PS Series Group as a RADIUS Client on the IAS Server
To set up the PS Series group as a RADIUS client on IAS:
1. Click Start > Administrative Tools > Internet Authentication Service.
2. Right-click the RADIUS Clients folder.
3. Click New > RADIUS Client.
Figure 1: New RADIUS Client

- O] x!
File Action “iew Help

€ = E[E | 1| [ pmerrrm— [x]
@ Inkernet Authentication Sers lient-Yendaor

t o Name and Address
a RADIUS Clignts ADIUS Standard

+{Z] Remote Access Logging

% Remote Access Policies

£+ Connection Request Pro
% Connection Request
] Remote RADILS Ser

Tupe a friendly name and either an IP Address or DNS name for the client.

Friendly name: Support?

Client address [IP or DNS):
172.23.10.70

¢ Back | Mext > | Cancel |

K1l | |
| | \

4. Enter the following information:
o In the Friendly name field, enter a name for the client. We suggest using the PS Series group name.

o In the Client address field, enter the PS Series group IP address. (Verifying the address is optional.)
5. Click Next. The Additional Information dialog box is displayed.

Page 6 of 30



Figure 2: New RADIUS Client — Additional Information

a |
- #Internet Authentication Service !Elﬁ
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@_ Internet Authentication Ser lint-Vendor

t Additional Information
/3 RADILS Clients ADILS Standard
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%’ Remate Access Policies

E wendar of the RADILIS client.

EID Connection Request Pro
E¥ Connection Request ClientYendor:

(2] Remote RADILIS Ser RADILS Standard ﬂ

Shared secret Ixxx

Canfirm shared secret |1
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< Back I Finish I Cancel |

A ] 3
\ \

6. In the Additional Information dialog box, do the following:
e In the Client-Vendor drop-down list, select RADIUS Standard, if not already selected.

o Enter and confirm a shared secret (password). Remember or make a note of the secret, as you will
need to specify the same secret (password) in a later step on the PS Series group.

e Select or deselect the checkbox next to Request must contain the Message Authenticator
attribute, as you prefer. EqualLogic supports this attribute, but whether you require it depends on
your security policies.

7. Click Finish.

Creating Remote Access Policies on the IAS Server

A remote access policy applies to a user profile (in Active Directory) and tells the RADIUS server what type
of privilege to grant a user who attempts to log in to a PS Series group.

When the user is authenticated, the policy also specifies the authentication information to return from the
RADIUS server to the PS Series group. For example, it indicates whether the user is a group administrator or
a pool administrator, and which pools they are allowed to manage.

You must create an access policy for each type of account configured on the PS Series group. All PS Series
Firmware versions support group administrator accounts and read-only accounts. In PS Series Firmware
Version 3.2, you can also create a new type of account for pool administrators. Pool administrators can
manage the objects in their designated pools, and optionally can have read-only permission on all other
objects in the group (members, pools, and volumes). For more information on pool administrators, see the
Group Administration guide.

This section describes creating a Remote Access Policy for group administrators (those with full, group-wide
privileges). See Appendix A for information on other types of account policies.

To create a Remote Access Policy for PS Series group administrators on the IAS Server:

1. Click Start > Administrative Tools > Internet Authentication Service.
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2. Right-click Remote Access Policy, and click New Remote Access Policy (Figure 3).
Figure 3: IAS — Create New Remote Access Policy

Internet Authentication Service

File Action View Help

«= Bm BB 2

%3 Internet Authentication Service (Local) Marne | Order |

{:] RADIUS Clients = EQLRead 1
«{_7] Remate Access Logging EQLZAdmin 2
-4 HEng = ol Mew Remote Access Policy
EID Connection Request
: %9 Connection Req Mew ]
-] Remote RADIUS
Wi »
Refresh
Export List, ..
Help

|Refreshes the current selection.

The New Remote Access Policy Wizard starts (Figure 4).
Figure 4: New Remote Access Policy Wizard

which is a set of conditions that determine which
conrectian requests are granted access by this server.

To continue, click Nest.

¢ Back I Mext » I Cancel |

(O] x|
(FET
Welcome to the New Remote
Access Policy Wizard Torder |
1
This wizard helps you et up a remate aceess palicy, 2

| |
3. Click Next. The Policy Configuration Method screen appears (Figure 5).
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Figure 5: Policy Configuration Method
x

Policy Configuration Method f()
The wizard can create a typical policy, or you can create a custom policy. h’

How do pou want to set up this policy?

" Lse the wizard to set up a typical policy for a comman scenario

' Setup a custam policy

Type a name that describes thiz policy.

Policy name: EQL Group &dministrators

Exarple: Authenticate all WPM connections.

< Back I Mest > I Cancel |

4. Select Set up a custom policy, and enter a name for the policy; for example, EQL Group
Administrators. Then, click Next.

The Policy Conditions screen appears (Figure 6).
Figure 6: Policy Conditions
x

Policy Conditions r‘.Q
Ta be authenticated, connection requests must match the conditions pou specify. h’

Specify the conditions that connechion requests must match to be granted or denied
SCCESE.

Policy conditions:

Edit... Eemaove |

< Back | Mest > Cancel

5. Under the Policy Conditions field, click Add.
The Select Attribute screen appears (Figure 7).
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Figure 7: Select Attribute

Il Select Attribute

Select the type of attribute to add, and then click the Add button.

Attribute types:

I arme

| D ezcription

Authentication-Type
Called-5tation-1d
Calling-Station-d
Client-Friendly-H ame
Client-IP-4ddress
Client-\endor

Framed-Protocol
M5-RASendor
MHaS-ldentifier
MaS5-1P-Address
MAS-Port-Type
Service-Type
TunnelType

Whindnwe-lSroone

4

D ay-tnd-Time-Restic...

Specifies the authentication scheme that is u
Specifies the phone number dialed by the s
Specifies the phone number from which the ¢
Specifies the friendly name for the BADIUS ¢
Specifies the |P addresz of the RADIUS clier
Specifies the manufacturer of the RADIUS pi
Specifies the time periods and days of week
Specifies the protocol that iz uzed,
Dezcription not yet defined

Specifies the string that identifies the MAS th.
Specifies the |P addresz of the MAS where th
Specifies the tupe of physical port that iz uses

Specifies the type of service that the user ha—

Specifies the tunneling protocolz used.
Snarifies the min.-lf.—..m Arenins Hhat the ..ei'ﬂ
»

Add. Cancel |

6. Select Client-Friendly-Name and click Add.

The Client-Friendly Name screen appears (Figure 8).

Figure 8: Client-Friendly Name

Client-Friendly-Name

Tvpe aword or a wild card [for example, abe.”):

Ieng1 -arp

0K | Canrcel |

2]

7. Enter the PS Series group name you specified in Overview of Steps

8. Verify the information is correct in the Policy conditions list (Figure 9), then click Next.
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Figure 9: Policy Conditions (Completed)

Policy Conditions
To be authenticated, connection requests must match the conditions you specify.

Specify the conditiohs that connection requests must match ta be granted or denied
aCCEsE.

Policy conditions:

Client-Friendly-Mame matches "group0l*

Chdd T Edi... Remove |

< Back | Mext > Cancel

The Permissions screen appears (Figure 10).
Figure 10: Permissions

New Remote Access Policy Wizard x|

Permissions
A remote access policy can either grant or deny access o users who match the ﬁl
specified conditions.

5

If a connection request matches the specified conditions:

" Deny remate access pemission

< Back I Next > I Cancel

9. Select Grant remote access permission, and click Next.

The Profile screen appears (Figure 11).
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Figure 11: Profile

Mew Remote Access Policy Wizard x|
Profile -,
Y'ou can make changes to the profile for this policy. h’

A profile iz a collection of settings applied to connection reguests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

Edit Profile... |

¢ Back Cancel

10. Click Edit Profile, and do the following:

¢ On the Authentication tab (Figure 12), select Unencrypted authentication and deselect everything
else.

Note: By default all passwords are encrypted by the RADIUS protocol. Choosing the unencrypted
authentication here is simply for tunneling into the IAS server.

Figure 12: Edit Profile: Authentication

Edit Dial-in Profile 2lx|
Dial-in Constraints | IP | Multirk |
Athentication | Eneryption I Advanced

Select the authentication methads pou want ta allow far thiz connection.

[ Microsoft Encrypted Authentication version 2 [M5-CHAP v2)
I™ Wser canchange password afterit has expied

[~ Microsoft Encrypted Authentication (MS-CHAR)
™ User canchange password afterit has expied

[~ Encrypted authentication [CHAR)

V¥ Unenciypted authentication (PAP, SPAP)

Unauthenticated acce:

I Allow clients to connect without negatiating an authentication
method,

Ok | Cancel | Apply |

e On the Encryption tab (Figure 13), select No encryption and deselect everything else.
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Figure 13: Edit Profile: Encryption

Edit Dial-in Profile 2lx|

| IP | Multirk |

Dial-in Canstraints
Encryption | Advanced

Authentication
The fallowing encrpption levels are supparted by servers running Microgzaft
Fiouting and Remote Access. If you use a different remote access server,
make sure the enciyption levels you select are supparted by that saftware.

If Mo enciyption iz the only option selected, then users cannot connect by
uging data encryption.

I~ Basic encryption (MPPE 40-bit}
[™ Strong encryption [MPPE 56 bit]

™ Stongest encryption (MPPE 128 bit)

¥ Mo encrpption

Ok I Cancel | Apply |

On the Advanced tab (Figure 14), select Framed-Protocol and click Remove.

[ ]
Then select Service-Type and click Edit (Figure 14).
Figure 14: Edit Profile: Advanced

Edit Dial-in Profile 2lxl

| =] | Wultfi, |
Advanced

Dial-in Canstraints

Authertication I Enciyption
Specify additional connection attibutes ta be returned to the Remoate
ACCESS SErver.
Attibutes:
Mame

| Yendor | alue
RADIUS Standard  Framed
RADIUS Standard  PPP

Framed-Protocol

| i

fgd. | Edt. | Bemove |

QK I Cancel Apply

The Enumerable Attribute Information screen appears (Figure 15).
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Figure 15: Enumerable Attribute Information
2|

Attribute name:

IService-Type

Attribute number:
|5

Attribute format:

IEnumeratnr

Attribute value:

Caeet_|

11. In the Attribute value list, select Administrative and click OK. The Administrative attribute grants full
read-write access to the PS Series group.

You return to the Edit Profile: Advanced screen, which should now look like Figure 16.

Figure 16: Edit Profile: Advanced (Modified)

Edit Dial-in Profile 2x|
Diakin Constraints | IP | M uallink |
Authentication I Enciyption Advanced

Specify additional connection attributes to be returned to the Femate
ACCess server

Attributes:

ame | Yendor | W alue
5 RaDIUS Standard  Administrative

dl | i

sgd. | Edt. | Bemove |

(1] I Cancel | Apply |

12. Leaving this screen visible, continue with Adding the EqualLogic Vendor-Specific Attributes.

Adding the EqualLogic Vendor-Specific Attributes

Vendor-specific attributes tailor the remote access policy to the vendor. For EqualLogic, there are two
required attributes, and several optional ones. The required attributes control what objects on the PS Series
group users can manage once they log in. Group administrators can manage all objects on the group,
including adding and removing members, and creating storage pools.

If you configure the optional attributes, the values will be supplied automatically to the PS Series group and
will appear in the Contact Information fields (except for EQL-Admin-Poll-Interval) in the Group Manager
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GUI for each contact. Every time a user logs in, their information will be updated if it has changed since the
last login.

The following procedure continues from Creating Remote Access Policies on the IAS Server, and assumes
the Edit Dial-In Profile screen is still displayed.

To add vendor-specific attributes for Equallogic:

1. On the Edit Dial-In Profile — Advanced tab, click Add.

2. Inthe Add Attribute dialog box (Figure 17), select Vendor-Specific and click Add.
Figure 17: Add Attribute

To add an attribute ta the Profile, select the attribute, and then click Add.

To add an attribute that iz not listed, select the Wendor-Specific attribute.

Attribute:
Mame | Wendor | Dezcription :I
Tunhel-Server-Endpt RADIUS Standard Specifies the IP address of the server end of the tunnel.
Tunnel-Type RADIUS Standard Specifies the tunneling protocols uzed. ==

e ridard 5 support of proprietan M

Cizco-A-Fair Cizco Specifies the Cizco &Y Pair WS,
Allawed-Certificate-0ID Microzoft Specifies the certificate purpose or uzage object identifiers
Generate-Clazs-Attribute Microzoft Specifies whether &5 automatically generates the clagzs al
Generate-Session-Timeout ricrosoft Specifies whether [45 automatically generates the session
|gniore-U zer-Dialin-Properties Microzoft Specifies that the uzer's diakin properties are ignored.
tS-Quarantine-| PFilker ticrozaft Specifies the [P traffic filter that iz used by the Routing anc
M S-Quarantine-Seszion-Timeout Microzoft Specifies the tine (in seconds] that the connection can rer
Tunnel-Tag ricrosoft Description not yet defined
USR-ACCH-Type 1J.5. Robatics, Inc. Deszcription not yet defined
USR-AT-Call-lnput-Filker 1.5, Robotics, Inc. Description not yet defined
USR-AT-Call-Output-Filter 1.5, Robatics, Inc. Description not yet defined
USR-AT-Input-Filker 1J.5. Robatics, Inc. Dezcription not yet defined
USR-AT-Output-Filter 1J.5. Robatics, Inc. Dezcription not yet defined
USR-AT-RTMP-Input-Filter 1.5, Robotics, Inc. Description not yet defined
USR-AT-RTMP-Output-Filker 5

| 5. Flobotics,llnc. Dezcription not yet defined _ILI
A »

3. In the Multivalued Attribute Information dialog box (Figure 18), click Add.
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Figure 18: Multivalued Attribute Information

Attribute name:

IVendUr-S pecific

Attribute number:

|2E

Attribute farmat:
IDctetString

Attribute values:

Yendor | Walue Miawe Up |
F e Dot |

Bemave |
Edit |
1] | i

ok | Cancel |

4. In the Vendor-Specific Attribute Information dialog box (Figure 19), do the following:

e Select Enter Vendor Code, and enter 12740 in the field. This is the vendor code for EqualLogic,
Inc.

e Select Yes, It conforms, then click Configure Attribute.

Figure 19: Vendor-Specific Attribute Information

Attribute name:

IVendor-S pecific

Specify network access server vendar,
" Select from list: IFL"—\DIUS Standard j

' EnterVendor Code: I'I 2740

Specify whether the attibute conforms to the RADIUS RFC specification for
wendor specific attributes.

* Yes It conforms.

" Mo It does not conform,

Ok Cancel
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The Configure VSA dialog box is displayed (Figure 20).
Figure 20: Configure VSA

Vendor-azsigned attibute number:
|5
Atribute format:

I Decirnal j

Altribute value:

[

ak. I Cancel

5. Enter the following information for the EQL-Admin attribute:
e In the Vendor-assigned attribute number field, enter 6.
e In the Attribute format drop-down list, select Decimal.
¢ In the Attribute value field, enter 0 (for a group administrator).
6. Click OK.
7. Continue to close windows until you reach the Edit Dial-in Profile screen.
8. On the Advanced tab (Figure 21), verify the information is correct, then click OK.
Figure 21: Edit Dial-In Profile: Advanced (with new VSA)

Edit Dial-in Profile 2x|
Diakin Constraints | IP | bk |
Avthentication I Encryption Advanced

Specify additional connection attributes ta be returned to the Remate
ACCEss $erver

Aittributes;
M ame | Yendor | W alue
Service-Type RADIUS Standard  Administrative
endor-S pecific RaDIUS Standard 0
4| | i
sgd. | Edt. | Bemove |

(1] I Cancel | Apply |

9. The Dial-in Settings confirmation box is displayed (Figure 22), asking if you want to view online help
about protocol configuration. Click No.
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Figure 22: Dial-In Settings
x

You selecked one or mote authentication methods. To ensure that each protocal is correctly configured For the remate access, policy, and domain
' lesels, Follow the step-by-step procedures in Help,

Wigw the carresponding Help topic?

10. On the Profile screen (Figure 23), click Next.
Figure 23: Profile
ﬂ

Profile
Yo can make changes o the profile for this policy.

£, profile iz a collection of settings applied to connection requests that have been
authenticated. Ta review or change the default profile far thiz policy, click Edit Profile.

Edit Profile. .. |

¢ Back

Cancel |

11. On the Completing the New Remote Access Policy Wizard screen (Figure 24), click Finish.
Figure 24: Completing the Wizard

New Remote Access Policy Wizard x|

Completing the New Remote
Access Policy Wizard

ﬁ f'ou have successfully completed the New Remote Access
Palicy ‘Wizard. “'ou created the following policy:

ECQL Group Administratars

Conditions:
Service-Type matches "Administrative' AND
Client-Friendly-M ame matches "engl-grp"

The policy was set up manually.

To cloze this wizard, click Finish.

< Back Cancel
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MANAGING SAN ADMINISTRATORS WITH ACTIVE DIRECTORY GROUPS

Once you have configured your IAS server, you can give users permissions to access the PS Series SAN. It
is recommended that you create a new Active Directory group to manage the users that will have SAN

privileges. This will help manage SAN administrators and prevent other users from accessing the PS Series
SAN.

Note: This section assumes your domain is or has been raised to Windows Server 2003 functional level. If

you are currently running in mixed mode you will have to allow each user Remote Access Permission
(Figure 25).

Figure 25: Adding Remote Access Permissions (Mixed mode domain)

SAM-User Properties ﬂ
Femate contral | Terminal Services Prafile | COM+
General I Address | Account | Prafile I Telephanes I Organizatian
kember OF Diakin | Enwironment | Sessions

— FRemaote Access Pemizzion [Dialin or VEN)

" Deny access

= Controllaceess through Flemate Access Palizy

™ | ety Caller]
— Callback Optiohs
' Mo Callback
£~ Set by Caller [Fouting and Femote Access Service only]
 flways Callback to: I

[T fssign aStatic P& ddress I
o Apply Static Boutes

Define routes to enable for thiz Dial-in e Bl |
connechon. =

0k I Cancel | Apply |

Creating a New Active Directory Group for PS SAN Administrators

To add a new group and add users to that group:

1) Open the Using Active Directory Users and Computers panel and create a new group to manage SAN
Administrators (Figure 26).
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Figure 26: New Group

New Object - Group 1
& Create in:  DarrenDNS. comUsers
Graup Narme:
I SAN Group|

Group name (pre-Windows 20000

I SAN Group

CGroupscope | [@roupbype
" Domain local % Sacurity
' Glohal " Distribution
" Universal

oK I Cancel |

2) Now you can add users to the new group that will manage the PS Series SAN. Make sure the Remote
Dial-in properties for each user is set to Control access through Remote Access Policy (Figure 27).

Figure 27: Remote Dial-in Properties

SAM user Properties ﬂ E
Femate control I Teminal Services Profile I COM+ I
General I Address | Account | Frofile I Telephones I Organization I
tember Of Dialin Ereirannment I Seszions

— Remote Access Permizzion [Diakin or WPN]

 Allow access

" Deny access

¢ ‘Control access through Femote Access Policy

[ Werify CallerD:
 Callback Options

" Mo Callback
" Set by Caller [ outing and Remate &ccess Service only)

" Always Callback to: I

[ Assign a Static IP &ddress I
T Apply Static Boutes

Define routes to enable for thiz Diakin e Sl |
cohnection, =

0k I Cancel | Apply |
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Adding the Active Directory Group to the Remote Access Policy

3) Add the Active Directory group to the Remote Access Policy settings by opening the properties of the
policy within IAS and clicking the Add button (Figure 28).

Figure 28: Policy Properties

File Action View Help
€ = | X R (2| + +
iB Internet Authentication Service (Local) Mame | Order |
(1 RADIUS Clients EFEQL Paal Admins 1
{10 Remote Access Logging ZPEQL SAN Group Administrators 2

% Remate Access Roliriac

R L] EQL SAN Group Administrators Properties EHE

Settings |

Specify the conditions that connection requests must match.

Policy conditions:

ame matc

Client-Friend|p-H

Edi... Remowve

If connection requests match the conditions specified in this policy, the
associated profile will be applied to the connection.

Edit Profile.. |

Unless individual access permissions are specified in the user profile, this
policy controls access to the network.

If & connection request matches the specified conditions:

" Deny remate access permission

% Grant remote access permission

ak Cancel | Apply

4) Add a policy condition for Windows-Groups and click Add (Figure 29).

Figure 29: Adding Windows Group to the Remote Access Policy

Internet Authentication Service o [m] B3
File Action View Help
o BE XER QW+ ¢
Qﬁlntemet Authentication Service {Local) MName |Order I

{11 RADIUS Clients
{_11 Remote Access Logging
Remote Access Policies

Settings |

Policy conditions:

Client-Frizndly-N ame mat

s‘ EQL Pool Admins
EQL SAMN Group Administrators

S e E DL SAN Group Adm trators Propel B

Specify the conditions that connection requests must match,

Tunnel-Type

Select Attribute [7]x]
Select the type of athribute to add, and then click the Add button.
Attribute types:
| — Mame | Description :I
lfoq | CaledStationdd Specifies the phone number dialed by the us:
i Calling-Station-1d Specifies the phone number from which the ¢
Client-Friendly-Name Specifies the friendly name for the RADIUS ¢
Client1P-&ddress Specifies the IP address of the RADIUS clier
E Clignt-+fendar Specifies the manufacturer of the RADIUS pi
Unle Day-And-Time-Festic...  Specifies the time periods and days of week.
polic, Framed-Protocol Specifies the protocal that is used
| M5-RA5Yendor Description not yet defined
HAS- dentifier Specifies the sting that identifies the NAS th,
MAS-IP-Address Specifies the IP address of the NAS where t
MNAS-Port-Type Specifies the type of physical port that is use
Service-Type Specifies the type of service that the user ha
Specifies the tunneling protocals used.

Specifies the ‘Windows groups that the user 'T

| o

Canesl

1
2
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5. In the Groups window click the Add button and add the group to the Select Groups window (Figure 30).
Figure 30: Groups Dialog Window

.._::P Internet Authentication Service
File  Action Wiew Help
to | OE XER|@E + ¢
% Internet Authentication Service (Local) | Order |
B RADIUS Cliertts EQL Podl Admins 1
(-] Remote Access Logging EQL SAM Group Administrators 2
%‘ Remote Access Paliviae
[+ D Connection Req ELSELRE T Administrators Properties
Settings I
Specify the conditions that connection requests must match.
Policy conditi ™1 e
The fallowing groups are currentiy in this condition.

SEIE([ Eruup;

Groups

Name Select this object type:
IGloups DObiject Types... |
Add FErom this lacation
IDarrenDNS.cnm Locations.. |
If cornection
aszsociated pi .
Enter the object names to select [examples):
Edit Profile SAN Girou Check Names |
Urless indivic
policy contral
il & EammEe Advanced... 0K | Cancel |
" Denp e 7

Add.. —FETE =
' Grant ren
(/8 | Cancel |

6. Click OK to confirm the selection and complete the Remote Access Policy change.

CONFIGURING THE PS SERIES GROUP

After you finish creating the Remote Access Policy to allow your administrators to connect to the PS Series
SAN (or SANs), you must configure the PS Series groups to recognize and allow login attempts from the
RADIUS authentication server. You can use either the Group Manager GUI or the CLI to configure the
group. Both procedures are provided.

Using the Group Manager GUI
To configure the group using the Group Manager GUI:
1. Log in to the Group Manager GUI.

2. Click Group Configuration > Administration tab.
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3. Inthe RADIUS Authentication panel, select the checkbox: Enable RADIUS authentication for login
and Require vendor-specific RADIUS attribute.

4. Optionally (not recommended), deselect the checkbox: Require vendor-specific RADIUS attribute.
5. Click RADIUS Settings and Add.
6. Inthe RADIUS authentication servers area, click Add.

il RADIUS settings

—RADILS authentication servers —RADIUS accourting servers

[ Add [ 2dd

G moity O Moy
! T Delste T Delste
’ #u Up i Up

A Dovwn A Dovvn

Request timeout, seconds: 2 il
Mumber of retries: 1 il

Request timeout, seconds: 2 il
Mumber of retries: 1 il

7 oK

x Cancel

Java dpplet window
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Add RADIUS authentication server E|

Enter IP address of RADIUS authentication Server.
Specify the port number if it is different than 1812
(use format <ip_address><port_number=)

IP address: I

RADIUS secret: |

Confirm secret: |

v OK % Cancel

Java Application Window

7. Enter the IP address for the RADIUS authentication server, and enter and confirm a secret. Click OK.

8. Adjust the Request timeout value and Number of retries value in the RADIUS settings dialog window as
desired. Click OK.

9. Finally, confirm and save all settings by clicking the floppy disk icon in the group manager interface.

Using the CLI
To configure the PS Series group using the command-line interface:

1. Login to the Command Line Interface for the group using the group IP address and a group
administrator account, such as grpadmin.

2. Enter the following command to enable RADIUS logins:

grpparams login-radius-auth enable

3. Enter the following command to add the IP address of the RADIUS server (or servers), separated by
commas and no spaces. The servers will be consulted in the order they are listed.

grpparams radius-auth-list 123.45.6.789,234.5.67.89

4. Enter the following command to add the password (secret) you configured in Overview of Steps

grpparams radius-auth-secrets secret

5. Optionally, enter the following command to disable the requirement for the EQL-Admin RADIUS return
attribute. Disabling this requirement treats every user who attempts to log in as though they have group
administration permission; effectively, this allows unrestricted logins from all users in the RADIUS
database to the PS Series group (and is not recommended).

grpparams login-radius-attr disable

6. Optionally, enter the following command to increase the timeout interval for login attempts through the
RADIUS server. The default is 2 seconds. Increase the timeout interval if you are having performance
issues with login requests.

grpparams radius-auth-timeout 5

7. Optionally, enter the following command to increase the allowed number of login retries before blocking
the user from logging in again interval for login attempts through the RADIUS server. The default is 2
seconds. Increase the timeout interval if you are having performance issues with login requests.
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grpparams radius-auth-retries 3

8. Optionally, verify your RADIUS settings by running the following command and checking the output:

grpparams show

Radius Information

radius-auth-1list: login-radius-auth: enabled
radius-auth-retries: 3 radius-auth-timeout: 5secs
login-radius-acct: disabled radius-acct-retries: 1
radius-acct-timeout: 2secs iscsi-radius-auth: disabled
iscsi-local-auth: enabled radius-acct-list:
login-radius-attr: enabled radius-auth-secrets:

radius—-acct-secrets:
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APPENDIX A

This appendix describes how to create remote access policies for pool administrators or read-only monitors.

As of PS Series Firmware Version 3.2, you can create pool administrators. Pool administrators have
management privileges only for specific pools on a PS Series group. To allow those users to log in yet
restrict their privileges to only the pools appropriate to them, you must create a unique Active Directory
group and a Remote Access Policy on the IAS server specific to each type of pool administration account
you need.

For example, you might have pool administrators for Pools A and B on a PS Series group, and others for
Pools C and D. Additionally, you might have pool administrators who also have group-wide read-only
privilege. These users can see, but not change, all the other objects in the group.

If you have PS Series groups running different firmware versions, and you create pool administrator
accounts for the groups that support them (those running PS Series Firmware Version 3.2 or higher), those
administrators will be allowed full group administrator access to PS Series groups running firmware versions
earlier than V3.2. To prevent this, configure the RADIUS server to restrict access for those pool
administrators to the IP address of the group running PS Series Firmware version 3.2.

Attributes for Pool Administrators (EQL-Pool-Access VSA):

Follow the steps laid out in Creating a New Remote Access Policy to add the new policy attributes for pool
administrators. When adding the Vendor Specific Attributes for the new Remote Access Policy, follow the
steps below.

1. Add a vendor-specific attribute with the following fields:
a. Vendor-specific attribute number: enter 6
b. Attribute format drop-down: select Decimal
c. Attribute value field: enter 1
Configure ¥SA (RFC compliant) E

Wendor-azzigned attibute number;
|5

Attribute format;
IDecimaI j

Attribute value:

I

(]9 I Cancel |

2. Click OK twice to get back to the Multivalued Attribute Information window.

3. Add another Attribute Value to specify the PS Series pool attributes. Use the same Vendor Code for
network access server (12740) and choose “Yes. It conforms.” Configure the attribute values as
follows:

a. Vendor-specific attribute number: enter 7

b. Attribute format drop-down: select String
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c. Attribute value field: enter the list of pools, separated by commas only (no spaces)

Configure ¥5A (RFC compliant) Eq

Wendaor-aszigned attibute number:

|?

Attribute forrnat:
IString j

AltribLke valuie:
|Pc.c.|1|

Ok I Cancel

The Mulitvalued Attribute Information window should look as follows:
Multivalued Attribute Information K E

Abtribute name:

IVendDr-Specific

Aftribute number:
|2E

Abtribute format:
IDcletString

Attribute values:

Wendor | Walue Mave Up

Mendor code: 12740 1
i i Pooh tave Mo

Bemove

Edit

RS

< | i

OF. I Cancel

4. Once you have created the Active Directory Groups for specific pool managers, add the group to the
Remote Access Policy settings as in step 3 of Creating a New Active Directory Group for PS SAN
Administrators.
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Settings |
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Select the type of attribute to add, and then click the Add button.
Adtribute types:
MHame | Diezcription :I
Called-Station-Id Specifies the phane number dialed by the us
Calling-Station-d Specifies the phone number from which the ¢
Client-Friendly-Mame Specifies the fendly name for the BADIUS ¢
Client-IP-Address Specifies the |P address of the RADIUS clier
Client'endar Specifies the manufacturer of the RADIUS pi
Dap-And-Time-Restic...  Specifies the time periods and days of week
Framed-Protocol Specifies the protocal that iz used.
MS-RASVendor Description not et defined
MAS - dentifier Specifies the string that identifies the NAS th,
MAS-P-Address Specifies the |P address of the HAS where t
MAS-Part-Type Specifies the type of phyzical port that is uze:

Service-Type
Tunnel-Type

i [oups

4]

Specifies the type of zervice that the uzer ha
Specifies the tunneling protocols used.
Specifies the wWindows groups that the user t:

| e

Cancel |

To add any of the optional vendor-specific attributes, refer to Table 1 for their values.

Table 1:
‘ Field
Attribute Number

Attribute
EQL-Admin-Full-Name

EqualLogic Optional Vendor-Specific Attributes*

Value

1

Attribute Format (Syntax)

String (Max. length: 247)

Attribute Value

Name of person assigned to the account

EQL-Admin-Email Attribute Number

2

Attribute Format (Syntax)

String (Max. length: 247)

Attribute Value

Email address of person assigned to the account

EQL-Admin-Phone Attribute Number

3

Attribute Format (Syntax)

String (Max. length: 247)

Attribute Value

Phone number of person assigned to the account

EQL-Admin-Mobile Attribute Number

4

" Applies to PS Series Firmware V3.0.5 or higher
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Attribute

‘ Field
Attribute Format (Syntax)

Value
String (Max. length: 247)

Attribute Value

Mobile number of person assigned to the account

EQL-Admin-Poll-Interval

Attribute Number

5

Attribute Format (Syntax)

Integer

Attribute Value

Number of seconds until the group configuration
data must be repolled by the GUI. Default is 30
seconds.
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EQUALLOGIC DOCUMENTATION AND CUSTOMER SUPPORT

Visit the EqualLogic Customer Service website, where you can download the latest documentation and
firmware. You can also view FAQs, the Knowledge Base, and Technical Reports and submit a service

request.

EqualLogic PS Series storage array documentation includes the following:
d. Release Notes. Provides the latest information about PS Series storage arrays and groups.
e. QuickStart. Describes how to set up the hardware and start using a PS Series storage array.

f. Group Administration. Describes how to use the Group Manager GUI to manage a PS Series
group. This manual provides comprehensive information about product concepts and procedures.

g. CLI Reference. Describes how to use the Group Manager command line interface to manage a
group and individual arrays.

h. Hardware Maintenance. Provides information on maintaining the PS Series storage array
hardware.

To access the Customer Support website, go to https://www.equallogic.com/support/ and click LOGIN to log
in to your support account. If you do not have an account, you can request one on this page.

If the issue is urgent, please call us at 1-877-887-7337 (toll free US & Canada) or 919-767-5729 to speak
with a member of the customer support team.

If you have any comments or suggestions related to this technical report, please send them to
techreports@equallogic.com
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