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Technical Report and Software Revision Information

The following table describes the release history of this Technical Report.

Technical Report

Revision Date Change

1.0 03/20/2006 Initial release.

The following table shows the software versions used for the preparation of this Technical
Report.

Vendor Model Software Revision
CommVault CommVault Galaxy iDataAgent™ for Release 6.1.0
Quick Recovery
CommVault CommVault Galaxy iDataAgent™ for Release 6.1.0
ProxyHost
CommVault CommVault Galaxy iDataAgent™ for File |Release 6.1.0
System
CommVault CommVault Galaxy Quick Recovery Release 6.1.0
Enabler for VSS
CommVault CommVault QiNetix — Service Pack 1 6.1.0B50_SP1 (02/2006)

Microsoft® Windows Server™ 2003 Enterprise Edition [2003 SP1

Microsoft® Windows Server™ 2003 Enterprise Edition

R2
Microsoft iSCSI Software Initiator Version 2.01
QLogic™ QLA4010 iSCSI HBA BIOS: 1.11
Firmware: 03.00.00.04
Rom Loader: 2.0.0.0
QLogic ESX 3.0 Service Console (Linux 3.10
Redhat) Driver
QLogic SANsurfer Manager 4.01.00
QLogic SCSIport Miniport Driver 2.1.03
QLogic STORport Miniport Driver* 2.1.0.8
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Introduction

The EqualLogic Auto-Snapshot Manager (also denoted as the VSS hardware provider within this
document) enables the CommVault Galaxy ProxyHost iDataAgent to request the creation and
backup of volume shadow copies without imposing a load on the production server. This is
accomplished through the volume shadow copy transportable attribute. This feature permits a
backup application installed on a system independent of the shadow copy source to mount, or
import the shadow and perform backup operations of this NFTS file system.

The CommVault ProxyHost iDataAgent works in harmony with the Auto-Snapshot Manager
installed on the production and backup servers to request new shadows. The iDataAgent, in
conjunction with the VSS hardware provider, automatically connects to these shadow volumes
creating imports on the backup host to backup the imported volumes, and then completes the
process by deleting the shadow volumes. This feature greatly reduces the overhead and LAN
bandwidth consumed when performing remote backups of local shadow volumes on the production
host.

When enabling VSS functionality for use with the CommVault QiNetix iDataAgents, the system
will use the default Microsoft software provider to create the shadow copies. However when a
hardware provider has been installed such as the EqualLogic Auto-Snapshot Manager, this will
becomes the default provider for storage on the SAN. The Microsoft Software Shadow Copy
provider then uses the VSS hardware provider to create non-transportable hardware-based shadow
copies. The VSS hardware provider will have a higher precedence than the Microsoft Software
Shadow Copy provider and so QR Volume creation with the Shadow Copy Provider will fail.

There is another VSS factor to consider when deployed with the CommVault QiNetix /DataAgents.
If there are multiple hardware providers residing on the same production and backup servers, note
that not all hardware providers will support the same volumes. For example, the EqualLogic
provider will only support disks on the PS Series Array; the HDS provider will only support HDS
disks, etc. VSS determines if it supports the volume to be snapped.

The ProxyHost iDataAgent is the backup and restore vehicle for Windows based NTFS
applications/file systems that reside in a system which supports a snapshot engine. Note that both
the production and backup server must be running the same operating system. The ProxyHost
iDataAgent is installed on the production host only. Detailed configuration instructions are
provided in a later section of this report.

VSS Hardware Provider Process

The ProxyHost iDataAgent can be implemented in conjunction with the VSS Enabler to conduct
backup operations using a VSS Hardware Provider (PS Series Array and Auto-Snapshot Manager).
The ProxyHost iDataAgent uses the volume shadow copy to back up large amounts of data without
using production host resources. Figure 1 shows a sample ProxyHost configuration in a VSS
Hardware Snapshot Provider environment.
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Figure 1: ProxyHost in a VSS Environment.

Snapshots of the data stored on the production host volumes are created by the VSS Hardware
Provider; this snapshot is referred to as a shadow. The shadow is imported to the Backup Host, and
ProxyHost begins the backup. When the backup completes, the shadow is deleted using a post
backup script.

The ProxyHost iDataAgent is installed on the production host only. The same File System
iDataAgent is installed on both the production host and the backup host. In addition, the VSS
Enabler is installed on the production host and backup host.

During a ProxyHost backup, the following sequence of events takes place:

1. The CommServe controller instructs the ProxyHost iDataAgent residing on the production host
to initiate a backup operation.

2. The PreScan script located on the production host executes the required vsssnapshot
commands that create the transportable shadow copy(s).

3. The transportable shadow copies are then imported onto the backup server, (connected via the
local iSCSI initiator), by way of NTFS mount points.

4. The point-in-time shadow copy available via a mount point is then backed up on the backup
server with the data being written to either tape or disk storage.

5. When the backup process has completed the PostBackup script located on the production host
executes the required vsssnapshot commands to delete the shadow copy(s). Because the backup
does not occur on the production host, resources on the production host are not affected by the
backup operation.
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Deploying ProxyHost and Auto-Snapshot Manager

The CommVault Quick Recovery iDataAgent is required when configuring the ProxyHost
iDataAgent along with the EqualLogic Auto-Snapshot Manager in order to support transportable
snapshots of NTFS file systems. Quick Recovery point-in-time snapshots, recovery, and
application volume protection are not supported with the Auto-Snapshot Manager and the Quick
Recovery iDataAgent through a generic enabler at this time. This report covers only the ProxyHost
iDataAgent deployment and protection of flat file NTFS volumes only.

PS Series Groups within CommVault Environments

For an overview of PS Series Group requirements and Best Practice procedures for deployment
within a CommVault Galaxy 6.1.0 environment refer to the Technical Report, Deploying
CommVault Galaxy Backup & Recover Release 6.1.0 and Auto-Snapshot Manager 2.0, available
on the EqualLogic Customer Support website.

Production Host Requirements

The production host is also referred to as the “source” or “primary host path” in reference to the
transportable shadow volume direction or location. This server is connected to one or more
EqualLogic iSCSI NTFS volumes and will be protected by the backup host. Servers to be used for
this purpose must meet the following requirements:

e Microsoft Windows Server 2003 R2 or the Windows Server 2003 family of operating systems
with SP1 and hotfix KB891957

e CommVault Galaxy 6.1.0 ProxyHost iDataAgent
e CommVault Galaxy 6.1.0 VSS Enabler

Note: When the Galaxy VSS Enabler is selected during install, the Quick Recovery
iDataAgent, the QSnap iDataAgent, and the Windows Server 2003 File System iDataAgent are
automatically selected. The QSnap iDataAgent can be deselected for this application.

e CommVault Galaxy 6.1.0 File System iDataAgent
e CommVault Galaxy 6.1.0 Quick Recovery iDataAgent
e CommVault QiNetix Galaxy Service Pack 1 updates (02/06 or later)
e Industry-standard iSCSI initiator, either:
— Microsoft iSCSI Software Initiator Version 2.01 or later

— 1SCSI host bus adapter (HBA) initiator plus the service portion of the Microsoft iSCSI
Software Initiator Version 2.01 or later (for VSS support).

For installation information, consult the initiator vendor documentation.

e Auto-Snapshot Manager for Windows Version 2.0 or later (VSS hardware provider). The
Auto-Snapshot Manager for Windows is installed with the EqualLogic Host Integration Tools
for Windows 2.0.

For operating system, iSCSI initiator, and other requirements, see the Auto-Snapshot Manager
Installation and Administration manual. The production host must be configured to have access
to the VSS control volume provided on the PS Series Group in order for the provider to
function properly.
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Beginning with version 2.0 of the Auto-Snapshot Manager this access is controlled via CHAP.
Use the Remote Setup Wizard provided within the Host Integration Tools for Windows 2.0
available on the EqualLogic Customer Support website to configure the backup host to access
the SAN.

Available storage capacity on the PS Series Group for creation of each volume to be used for
data storage on the production host.

— Access control configured for each volume.
— Persistently connect the backup host to the volume(s).

— If you want to use multipath 1/O, set up redundant paths between servers and storage. See
the EqualLogic Technical Report Using Multipath 1/0 for Windows on the EqualLogic
Support Site for information.

— Initialize the volume(s) as basic disk(s).

— For the best performance, align disk sectors. See the Technical Report, Aligning Disk
Sectors for Optimal Performance, on the EqualLogic Customer Support website for more
information.

— Format the new disk(s).

Consult the Network Connection Guidelines Technical Report on the EqualLogic Customer
Support website for information about improving network performance between PS Series
storage arrays and servers.

Backup Host Requirements

The backup host is also referred to as the “import host” or “destination” in reference to the
transportable shadow volume direction or location. When used with the ProxyHost iDataAgent the
backup host serves as the platform on which the VSS shadow copies taken of the production hosts
data volumes are imported, (connected to via the iSCSI initiator), and made available via NTFS
mount points. Servers to be used for this purpose must meet the following requirements:

Microsoft Windows Server 2003 R2 or the Windows Server 2003 family of operating systems
with SP1 and hotfix KB891957

CommVault Galaxy 6.1.0 VSS Enabler

Note: When the Galaxy VSS Enabler is selected during install, the Quick Recovery
iDataAgent, the QSnap iDataAgent, and the Windows Server 2003 File System iDataAgent are
automatically selected. The QSnap iDataAgent can be deselected for this application.

CommVault Galaxy 6.1.0 File System iDataAgent

CommVault Galaxy 6.1.0 Quick Recovery iDataAgent

CommVault QiNetix Galaxy Service Pack 1 updates (02/06 or later)
Industry-standard iSCSI initiator, either:

— Microsoft iSCSI Software Initiator Version 2.01 or later

— 1SCSI host bus adapter (HBA) initiator plus the service portion of the Microsoft iSCSI
Software Initiator Version 2.01 or later (for VSS support).

For installation information, consult the initiator vendor documentation.
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e Auto-Snapshot Manager for Windows Version 2.0 or later (VSS hardware provider). For
operating system, iSCSI initiator, and other requirements, see the Auto-Snapshot Manager
Installation and Administration manual. The backup host must be configured to have access to
the VSS control volume provided on the PS Series Group in order for the provider to function

properly.

Beginning with version 2.0 of the Auto-Snapshot Manager this access is controlled via CHAP.
Use the Remote Setup Wizard provided within the Host Integration Tools for Windows 2.0
available on the EqualLogic Customer Support website to configure the backup host to access
the SAN.

e Available drive letters for each transportable shadow copy volume to be imported during
backups. These drive letters are temporary and defined within the source-destination mapping
file located on the production host described in more detail in a later section of this report.

Note: If the backup host will also be used as a MediaAgent, (backup data source), and disk-to-
disk backups will be performed then the additional requirements apply:

e CommVault Galaxy 6.1.0 MediaAgent

e CommVault QiNetix Galaxy Service Pack 1 updates (02/06 or later) after the base MediaAgent
has been installed on the backup host.

e For each backup volume reserved for disk-to-disk backup media:
— Auvailable storage capacity on the PS Series Group for creation of each volume.
— Access control configured for each volume.
— Persistently connect the backup host to the volume(s).

— Ifyou want to use multipath I/O, set up redundant paths between servers and storage. See
the EqualLogic Technical Report Using Multipath 1/0 for Windows on the EqualLogic
Support Site for information.

— Initialize the volume(s) as basic disk(s).

— For the best performance, align disk sectors. See the Technical Report, Aligning Disk
Sectors for Optimal Performance, on the EqualLogic Customer Support website for more
information.

— Format the new disk(s).
— Configure the backup application to use the new disk for a backup-to-disk device.

e Consult the Network Connection Guidelines Technical Report on the EqualLogic Customer
Support website for information about improving network performance between PS Series
storage arrays and servers.

ProxyHost — Auto-Snapshot Manager Configuration Steps

The activities involved to configure the proper operation of the ProxyHost iDataAgent and the
Auto-Snapshot Manager are covered within this section as a list of steps to be completed on
production host, the backup host, and within the CommVault CommCell/CommServe Console.
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Production Host

1. Ifthe server that is planned for use as the production host does not contain an iSCSI initiator
begin the setup process by obtaining and installing the Microsoft iSCSI initiator or an iSCSI
HBA. To prepare this Technical Report the QLogic QLA4010 HBA was used for the initiator
function, and the Microsoft iSCSI service was installed to support VSS. Consult the
instructions provided by the vendor to install, configure, and operate the iSCSI initiator
selected for the production host.

2. If'the production host has yet to be connected to a PS Series Group member and volumes have
not been created see the PS Series QuickStart or Group Administration manual for detailed
information about setting up PS Series storage array hardware and creating a PS Series group
(SAN) with the array as the first group member.

3. You can use the Group Manager GUI or CLI to create production host volumes and access
control records that restrict production host access to volumes and backup host access to the
volumes snapshots. To start the GUI, enter the group IP address in a Web browser and log in to
the default grpadmin account.

4. In the Activities panel, click Create Volume. A dialog box will open, as shown in Figure 3.
Specify the name for the volume(s) required and the volume size. You must also reserve space
for snapshots that will be created for these volumes during backup operations. The Space
Utilization table in the dialog box shows the current group space statistics and statistics with
the new volume size and snapshot space.

5. Click Next to create an access control record that will allow the production host access to the
volume. You can specify an IP address, iSCSI initiator name, CHAP user name, or any
combination of the three. The production host must match all the requirements in one record
in order to access the volume or snapshot.

6. You must also include access to the volume’s snapshot by the backup server. This is
accomplished by adding a new volume access control record for the backup server and
deselecting the volume checkbox so that the backup server has access only to the snapshot. See
Figure 2.
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Step 1 of 3 - General Settings

General volume settings:
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Figure 2: Setting up an Access Control Record.
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7. Once the new volumes have been created or production host and backup server access has been
setup for existing PS Series Group volumes it is time to install the Auto-Snapshot Manger. This
will enable the VSS hardware provider functionality for the production host.

8. Follow the instructions provided within the EqualLogic Auto-Snapshot Manager Installation
and Administration Guide. The Host Integration Tools 2.0 for Windows setup utility will be
used to install these components. After the installation process has been completed, use the
VSS requestor included with the Auto-Snapshot Manager to verify volume shadow copies of
the base volumes connected to the production host can be created and imported.

9. The production host volumes have been prepared and the VSS hardware provider is available
and functioning properly. Follow the instructions provided within the CommVault QiNetix
Galaxy documentation to install the ProxyHost iDataAgent, the VSS Enabler, and the Quick
Recovery Agent on the production host. When the VSS Enabler is selected the QR Agent,
QSnap, and iDA for Windows 2003 are all automatically selected. The QSnap option is not
necessary for ProxyHost VSS support and can be deselected. Figure 3 shows an example of
how the CommVault Installer should look once the ProxyHost installation has been completed.

L) 2
Select Platforms "
Select the components you wauld like to setup. m [ ] N ETi E

= & Client Modules :J
=l 3 iDatatgents
[ DA for Windows Server 2003
[ D& for fctive Directany
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[ File Systernm MOMP Festore Enabler
[ D& for Image Level Digk Space ————————
| L3 Databaze Agents [Req/Recammendsd)
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Shapshat-bazed Software Modules intaleor Bolda)
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[ Image Level ProxyHost iD& Temporary. on C: dive;
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0 @5nap
[ Open File Handler

(uick Recovery Agents e
[ Quick Recovery Agerit ;:—I -—CTE-El-—l
Recoven Director
SnapWiew Enabler for Quick Recoveny
[ W55 Enabler for Ouick Recovery

[ Snap'ault Dpen Systems Enabler
O Snaptault ONTAR Enabler

Figure 3: After the ProxyHost is installed.

10. This step involves adding 2 new values to the production host registry. Exercise care when
making these changes.

10.1. Locate the QREnabler key in the following registry path:

HKEY_LOCAL_MACHINE\SOFTWARE\CommYVault Systems\Galaxy\Platform
Information\ControlSet00#(<ProdcutionServerName>\QREnabler
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(Figure 4.) Within the QREnabler Key add a new nTRANSPORTABLE DWORD value and set it
to Ox1.

Edit DWORD Yalue I
Walue name;
!nTH.-’-‘-.NSF'EIHTﬁi‘n.B LEFLAG
Walle data; Baze
I 1+ Hexadecimal
" Decimal
0K I Cancel |

Figure 4: Adding a Registry Key.
10.2. Locate the QREnabler key in the following registry path:

HKEY LOCAL_MACHINE\SOFTWARE\CommYVault Systems\Galaxy\Platform
Information\ControlSet00#(<ProdcutionServerName>\QREnabler

(Figure 5). Within the QREnabler Key add a new SLOCALBCDBASEPATH String value and set
it to the path to which the BCD files will be created during the volume shadow copy process. The
BCD files are persistent binary files that provide linkage between the shadow copy volumes
created on the production host and the import process on the backup host. This directory will be
created automatically by ProxyHost.

Note: Please refer to the final section of this report for further description of the CommVault
registry keys.
Edit String

Walue name;
|5LOCALBCDBASEPATH

Walue data;

Ok, i Canicel |

Figure 5: Entering the BCD file path.

11. In order to communicate what production host volumes are to be used for volume shadow copy
creation and to what drive letter on the backup host they will be mounted, a snapshot list
initialization file is required containing this mapping information. This file is also known as the
source-destination mapping file.

The source-destination mapping file can reside on either the production host or the backup
host. The production host is also the location for the PreScan and PostBackup scripts so it is
recommended that this file also be placed on the production server. This Technical Report uses
“c:\commvault_ini\snap.ini” as the filename and path; this information must be specified in the
PreScan and PostBackup scripts discussed in the next step. See an example of the source-
destination mapping file on the following page.
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[SNAPVOLUMELIST]
COUNT=N

SRCVOL N=<mount point>:
DESTVOL N=<mount point>:

Where:

[SNAPVOLUMELIST] | All source-destination .ini files should start with this header.

COUNT=N Where N is the number of production volumes you want to snap.

SRCVOL N=<mount | The source volume mount point, where N equals the number identifying
point>: the source/destination pair starting at 0.

DESTVOL N=<mount | The destination mount point, where N equals with a number identifying
point>: the source/destination pair starting at 0. (Free drive letter on the
backup host).

For example, suppose you have two production host volumes (F: and G:). You must specify a
count of two volumes, and specify a backup host mount point for each source as follows:

[SNAPVOLUMELIST]

COUNT=2

SRCVOL 0=E:

DESTVOL 0=Y:

SRCVOL _1=F:

DESTVOL 1=Z:

-Drive letters Y: and Z: were chosen because these letters are usually available and are not used by
other devices.

12. The PreScan and PostBackup scripts are called by the backup application to manage the actual
volume shadow copy creation and deletion. The scripts also specify the names and roles of the
production and backup hosts. More information on these scripts can be found in the
CommVault QiNetix Resource Pack in the following directory:

\Windows\SnapTools\Template Scripts\VSS Hardware Provider

This Technical Report uses “c:\commvault scripts\” as the path for the PreScan and
PostBackup scripts. This location will be used when setting up a Subclient under the
ProxyHost iDataAgent. Use the following example as a guide when creating these two scripts.

PreScan.bat: (appeng01 = production host / appeng07 = backup host)

"C:\Program Files\CommVault Systems\Galaxy\base\"vsssnapshot.exe multisnap C:\commvault _ini\snap.ini -vm
appeng01.appeng.com

"C:\Program Files\CommVault Systems\Galaxy\base\"vsssnapshot.exe vss import -i C:\commvault_ini\snap.ini -S
appeng(07.appeng.com -vm appeng01.appeng.com

Postbackup.bat:

"C:\Program Files\CommVault Systems\Galaxy\base\"vsssnapshot.exe unsnap -i C:\commvault_ini\snap.ini -S
appeng(07.appeng.com -vm appeng01.appeng.com

This completes the configuration steps for the production host, proceed to the Backup Host
configuration in the next section.
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Backup Host

The flexibility of the CommVault QiNetix Galaxy product permits the backup host to be
configured as a dedicated server managing only the shadow volume copy import and mount
activity, redirecting the backup data to another server acting as the MediaAgent. The backup host
role can also be combined with a MediaAgent, or a MediaAgent and a CommServe Console.
Choose the best configuration for your data center requirements and use the following guidelines to
deploy the backup host ProxyHost iDataAgent.

Regardless of the current CommVault configuration required to manage the backup host
functionality, there are only four basic steps required to prepare the environment to support the
ProxyHost iDataAgent:

1.

If the server that is planned for use as the backup host does not contain an iSCSI initiator begin
the setup process by obtaining and installing the Microsoft iISCSI initiator or an iSCSI HBA.
To prepare this Technical Report the QLogic QLA4010 HBA was used for the initiator
function, and the Microsoft iSCSI service was installed to support VSS. Consult the
instructions provided by the vendor to install, configure, and operate the iSCSI initiator
selected for the backup host.

Install the VSS hardware provider. Follow the instructions provided within the EqualLogic
Auto-Snapshot Manager Installation and Administration Guide. The Host Integration Tools 2.0
for Windows setup utility will be used to install these components. Be sure to select the
Remote Setup Wizard at the end of the Host Integration Tools installation in order to add the
PS Series Group containing the production host volumes. If this server has existing connections
to PS Series volumes use the VSS requestor included with the Auto-Snapshot Manager to
verify volume shadow copies of the base volumes connected to the backup host can be created
and imported. If this is a backup host function install only, (no local iSCSI base volumes
required), create a temporary volume and connect to it for verification of correct VSS
functionality. See the production server configuration instructions for details on how to create
PS Series volumes if required.

Follow the instructions provided within the CommVault QiNetix Galaxy documentation to
install the VSS Enabler, and the Quick Recovery Agent on backup host. When the VSS
Enabler is selected the QR Agent, QSnap, and iDA for Windows 2003 are all automatically
selected. The QSnap option is not necessary for ProxyHost VSS support and can be deselected.
Figure 6 shows an example of how the CommVault Installer should look once the VSS Enabler
installation has been completed.
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Figure 6: CommVault Installer after VSS Enabler installation.

4. The fourth and final step involved in configuring the backup host is to add a new value to the
backup host registry. Exercise care when making this change.

a. Locate the QREnabler key in the following registry path:

HKEY_LOCAL_MACHINE\SOFTWARE\CommYVault Systems\Galaxy\Platform
Information\ControlSet00#(<ProdcutionServerName>\QREnabler

(Figure 7). Within the QREnabler Key add a new nTRANSPORTABLE DWORD value and set it
to Ox1.

Edit DWORD ¥alue |
Walue name:
lnTFI.-’-‘-.NSF'EIHTﬁi‘n.B LEFLAG
Walie data; [ Baze
i % Hewadecimal
" Decimal
Ok I Cancel I

Figure 7: Adding and setting the nTRANSPORTABLE DWORD.

Note: If the backup host role is being added to an existing MediAgent environment and
additional disk-to-disk backup storage resources are required, it may be necessary to add
additional PS Series Group volumes to the backup host. If this is the case review the steps in
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configuring the production server detailing the creation and preparation of PS Series Group
volumes.

This completes the configuration steps for the backup host.

Create a New ProxyHost Subclient

After the production and backup hosts have been configured for ProxyHost iDataAgent support the
last configuration task involves creating a new Subclient to control the production host backup with
volume shadow copy activities.

1. Do not create a Subclient while the parent node or any sibling Subclient has a data protection
or archive operation currently running on it.

2. Using the CommCell Browser begin the ProxyHost Subclient creation process by selecting the
production host from the list of Client Computers. Highlight and right click the ProxyHost
iDataAgent, select “New Subclient” from the “All Tasks” option. Choose a new Subclient
name within the dialog box as shown in Figure 8.

[® CommCell Browser [_]0]

[& aprenato-rz [ subcient name |starage Policy

i @ Client Computer Groups
] %’j client Computers
=B appengoy
[#1-iDA File Systern

DA ProxyHc 2
L R Ager I Restor
(-B appengas Yiew »  Erowse Backup Data
[E@ appengld Properties
L g appenab? DeConfigure
#-[BJE appengl0-rz 5 1
15-BR appengt1 Operation Yindaw B [F]subclient Properties of
g Schedules
@ Commel Users PrefPost Process | Storage Device | Activity Contrl | “rerys
(@ commcell User Groups Goneral Content | Filters
E)? Storage Resources
= Mediafgents Client Kame: appeng0l
1 {63 appengto-r2 iDatafgent: ProxyHost
- 198 Libraries
[ Locations Subclient name: [ess-transportable
£1- ({8 vault Tracker
& siratch Volume Paoks Number of Data Readers: [ 2 I%
Folicies
&% QR Policies ™ Allow multiple data readers within a drive or mount point.
[ scheduls Policies
- Storage Policies
(58 Subclient Policies
B vaultTracker Policies
- m| Reparts

S There are no items ko show in this visw,

[T

ok | canel | el

Figure 8: Set a new Subclient name.

3. Select a storage policy for the ProxHost Subclient from the list of previously configured tape or
disk-to-disk policies (Figure 9).
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| Esuhclient Properties of

General | Conkent | Filters
PrefPost Praocess Storage Device I Activity Control I EnitPytn

Data Storage Policy I Diata Transfer Option I

Storage Policy:

Eackup-to-Disk-1({appengl0-r2)-DP(5) Data Paths |

oK I Cancel l Help

Figure 9: Selecting a storage policy.

4. Select the Content:(volumes) and path of the production host base volume(s) that will be
shadowed and backed up by the backup host. The Backup Host BCV' Path: can not be located
as easily from the Browse option as is the Content: section. This path like the source-
destination mapping file described within the production host configuration section references
the mount point to be used on the backup server. The same unused drive letters specified in the
mapping file can also be used for the root path. See Figure 10 for an example.

! (BCV) Business Continuance Volume

A mirror-image of an active production volume; obtained through split-mirror technology, a BCV can be
created and used without affecting the production volume.
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(R =R = | Subiclient Properties of

PrefPost Process || Storace Deviee | activiey Control |
GEeneral Cankent Filters
Backup Host: Iappengtl? d

Conkents. of subclient:

[FiAdd content for subdlient vss-transportable %]
Content:

I Browse

Backup Host BCY Path:

l Eromwse |

EBrnwsing content for E

| ‘Cutrent Selected: EXEDATA

| appeng0l | | Name ISize |Type IMoch'Fied-

g R L0OME Falder
B[ ]E: Exchange_CDs Folder
- Exchange_Tools Falder
—— | E-[_JRECYCLER Host Integration, . Folder

_ _| Syster Wolumne Informati
ip Tvpe IStora_ga ol B

J'_!E:' | _|ﬂ

oK | Close |

03/21/2006 15104146
03/21/2006 1503154
03212006 15:03:44
03212006 15:03:43

E':jndd content for subclient ¥ss-transportahle E3

Conkent:

IE:'l,ED.ﬁ.T.ﬁ. Browse

Backup Host BCW Path;

| trowse |
|‘.’:'|,ED.C\T.C\| Browise |
5

QK. | Cancel | Help I

Figure 10: Working with unused drive letters.

5. Pre/Post Process setup. In step five the prescan and postbackup scripts are specified along with
their locations. Use the Browse option to point to these batch files that were created during the

production host configuration. If these files reside on the production server be sure to select

“On Primary Host”. See Figure 11 for an example.
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:ms borshow in this vies | RIS TSRS ST B

General | : Content | Filters
PrefPast Pracess | Storage Dewice | Activiey Control | Ercrigilio

PreScan process

IC Scammvault_scripkstprescan. bat Erowse I

= On Primary Host " On Backup Host
PastScan process
EBrowsing the PreScan process... B
| Current Selecked: C:icommiault_scriptsiprescan. bat
| 1 appeng0l | || Name Isze ITypa IModi'Fied I
=S e posthackup, bat 151 Bytes File 03212006 12:32:43
1 ADS Invescan, hat 278 Bytes|File 06
B BCD

B+ commmeault_jni
- | commeault_scripks
-] Documents and Settings -

<] |5

oK Close |

I~ Run Post Backiup Process for all attempts

Run fs: Mok Selected Charge |
ok I Cancel | Help |

Figure 11: Pointing to prescan and postbackup scripts.

6. The final step to configure the ProxyHost Subclient is to select the account that has access to
the prescan and postbackup scripts; the default uses the local system account. Click the
“Change” button and select the local system account or choose another account with access
rights to the scripts (Figure 12).

EUser Account

% Use Local Syskem Accounk %

" Impersonate Lser

|Jser Mare |

Papsiword] |

ful'd | Cancel | Help |

Run fAs:  Use Local System Account Change [:! |

[ O | Cancel | Help |

Figure 12: Specify access through the Local System Account.
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Create a ProxyHost VSS Transportable Shadow Copy

Use the following procedure to create a VSS transportable shadow copy with the
ProxyHost iDataAgent:

1. Using the CommCell Browser begin the ProxyHost Subclient backup operation by selecting
the production host from the list of Client Computers. Next select the ProxyHost iDataAgent,
and then the Subclient name. Highlight and right click the Subclient and select the Backup
option. A new dialog box will open as shown in Figure 13.

& CommCell Browser H =]
appengl0-r2 =
E1- &% Client Computer Groups
E-I§ Client Computers
appeng0l
[#-iDA Fils System
DA ProxyHost
FA QR Agent
- [B appengoz
- [B appengod
2] @g appeng07

| Subclient tlame Storage Policy
I

‘ BT =
List Media [FiBackup Dptions for Subclient: vss-transportable [x]

Backup History
Sthedules

~Select Backup Type: | Job Initiation

Delete & Eull " schedule

Properties -
" Incremental & Run Immediateli

" Differential " Save a5 2 Seript

 Synthetic Ful

~Configure lert

Alert ;

£ ok Cancel I advanced I Help

Figure 13: Setting snapshot backup options.

2. From the Backup Options for Subclient dialog box select the backup “Type” and “Job
Initiation”. The example in Figure 13 initiates a full backup and runs it immediately.

3. Use the CommCell Browser Job Controller and EventViewer to monitor the progress
of the shadow copy and backup process.

Summary

The combination of the EqualLogic Auto-Snapshot Manger hardware VSS capability in
conjunction with CommVault Galaxy ProxyHost iDataAgent provides a reliable backup
solution. The transportable shadow copy feature enables a method to create consistent

point-in-time backup images nearly transparent to the operation of the server that is being
protected.
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Appendix: CommVault Recommendations: Transportable

Shadow Considerations

Before creating VSS Hardware Shadows, review the following information:

e VSS hardware providers create snapshots at the volume level, not the partition level. It is

recommended that each volume have only one partition.

e Transportable shadows can only be deleted after they have been imported. If you attempt to

delete a transportable shadow that has not been imported, it will be automatically imported

to the default import host before deletion.

e ProxyHost

o You cannot create multiple VSS shadows of a source volume in a single Source-

Destination mapping file. Even if you specify different destination mount points,

any subsequent shadows of the same source will overwrite the shadow created

before it. You can, however, use a different Source-Destination mapping file to

create another shadow of the source volume to a different mount point.

Registry Key Attributes

Location

Key
Value

Value Type
(Windows only)

Valid Range

Created in
Description

Applies To

HKEY LOCAL MACHINE\SOFTWARE\CommVault
Systems\Galaxy\Platform
Information\ControlSet00#(< VirtualMachineName>\

QREnabler (standard)
nTRANSPORTABLEFLAG (optional)

DWORD

0 - All VSS Hardware Shadows will not be transportable.

1 - All VSS Hardware Shadows will be transportable.

The source and destination hosts for the VSS hardware shadow.
This key specifies whether all shadows created will be transportable.

ProxyHost for Windows
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Location HKEY LOCAL MACHINE\SOFTWARE\CommVault
Systems\Galaxy\Platform
Information\ControlSet00#(<VirtualMachineName>\

Key QREnabler (standard)

Value SLOCALBCDBASEPATH (optional)

Value Type String

(Windows only)

Valid Range Set to the path to which the BCD files will be saved (e.g., c:\bcd).

Created in The source host for the VSS hardware shadow.

Description This key specifies where the BCD files will be saved.

Applies To ProxyHost for Windows

Location HKEY LOCAL MACHINE\SOFTWARE\CommVault

Systems\Galaxy\Platform Information\ControlSet00#(<VirtualMachineName>\

Key QREnabler (standard)

Value NUsePlexMode (optional)

Value Type DWORD

(Windows only)

Valid Range 0 - Create Shadows.

1 - Create Clones.

Created in The source and destination hosts for the VSS hardware shadows/clones.

Description This key specifies whether shadows or clones will be created.

Applies To ProxyHost for Windows
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