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Technical Report and Software Revision Information

The following table describes the release history of this Technical Report.

Revision |Date Change

1.0 August 2005 |Initial release.

1.1 August 2006 |Update for PS Series certification with ADBO, providing
transportable snapshots.

The following table shows the software versions used for the preparation of this Technical Report.

Vendor Model Software Revision

Symantec™ Backup Exec™ 10d for Windows Servers 10.1

Symantec Backup Exec for Windows Servers Service Pack 1 and
Hotfix 29

Symantec Backup Exec Advanced Open File Option

Symantec Backup Exec Advanced Disk-based Backup

Option

Symantec Backup Exec Exchange Agent

Symantec Backup Exec SQL Agent

Microsoft® Windows Server™™ 2003 Enterprise Edition SP1

Microsoft Exchange Server 2003 Version 6.5.7226.6
Service Pack 1

Microsoft SQL Server 2005

Microsoft 1SCSI Software Initiator Version 2.02

Microsoft Windows Server 2003 Hotfix KB 891957

EqualLogic® Host Integration Tools for Windows Servers Version 2.0.0

EqualLogic PS Series Firmware Version 2.3.6 or later
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Introduction

This Technical Report describes how to use Symantec Backup Exec 10d for Windows Servers with
PS Series storage arrays from EqualLogic to back up and restore NTFS volumes, Exchange e-mail,
and SQL databases. The procedures use Microsoft Volume Shadow Copy Service (VSS), the
EqualLogic Host Integration Tools kit, and Symantec Backup Exec 10d to create point-in-time
copies of data called shadow copies or snapshots.

Note: The Host Integration Tools kit installs and configures several components, including the
EqualLogic Auto-Snapshot Manager (a VSS provider) and Microsoft iSCSI software
initiator that were previously installed separately.

In addition, this report shows how to use the same products to offload back up and restore
operations from the remote host through the use of transportable snapshots. Moving the backup
from the remote host to the backup (media) host increases backup performance while freeing
remote host resources.

Note that PS Series storage arrays can be used with traditional (non-VSS) backup operations and
require no special configuration.

Symantec Backup Exec 10d for Windows Servers provides comprehensive data protection for
Windows, Linux, and UNIX servers—as well as for desktops and laptops—and supports the
following features:

¢ Online (hot) backup and restore

e Support for VSS and hardware-based snapshots

e Advanced Open File Option (AOFO)

e Advanced Disk-based Backup Option (ADBO)

¢ Device pooling, cascading, and dynamic load balancing
¢ Automated media management

¢ Continuous data protection

PS Series storage arrays deliver the benefits of consolidated storage in an intelligent iSCSI storage
area network (SAN) that provides highly-available and scalable storage to backup and recovery
servers and clients running Symantec Backup Exec. The iSCSI SAN—-called a PS Series
group—consists of one or more arrays connected to an [P network. As your storage needs grow,
simply add more arrays to the group; capacity and performance increase linearly and on demand.

Key features for a PS Series SAN include the following:

e Easy setup

¢ Redundant, hot-swappable hardware

¢ Highly scalable, virtualized storage

¢ Integrated, self-managing software

¢ Automatic RAID configuration and management

¢ High-end features like snapshots and replication
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e Auto-Stat Disk Monitoring System
¢ Automatic data and network I/O load balancing

A PS Series volume is seen on the network as an iSCSI target and can be accessed by an iSCSI
initiator installed on a host. This storage can play two roles in backup operations:

e Store the application data that will be backed up. For example, you can create volumes to store
Exchange databases.

e Act as backup media (instead of tape) for storing the backed up data. For example, you can
create volumes to store the backup of an Exchange database.

With the Host Integration Tools kit installed, an EqualLogic PS Series SAN can also:
e Serve as a VSS provider to Windows
e Serve as a VDS provider to Windows

e  Support Microsoft Multipath I/O

Common Backup and Recovery Configurations

Symantec Backup Exec 10d can be used in a variety of backup and recovery configurations,
including the following:

e Local backup and recovery. The backup media is directly (locally) attached to the server that
is being backed up, and each server runs its own version of the backup software.

e LAN backup and recovery. A centralized backup server runs the backup software and backs
up other servers (backup clients) by using software agents. The data movement is over a LAN.

e SAN backup and recovery. A centralized backup server runs the backup software and backs
up other servers (backup clients) by using software agents. The data movement is over a SAN.

For an overview of backup methods and capabilities, refer to the Technical Report, Backup and
Recovery Overview, available on the EqualLogic Customer Support website.

Although PS Series storage arrays can be used in a LAN backup and recovery configuration, the
more likely configuration is to use a PS Series SAN with Symantec Backup Exec. Backing up
using a SAN can improve backup performance because all data movement is through the SAN. In
addition, technologies such as backup-to-disk and VSS are best implemented using a SAN.

This Technical Report focuses on the SAN backup and recovery configuration in Figure 1.

In the SAN configuration described in this Technical Report, the backup server runs the backup
software and schedules and runs the backup jobs. The backup clients run backup agent software
residing on the servers that run the applications (for example, Exchange or SQL) or host the file
systems whose data you want to back up. In some cases, the backup server can also act as a backup
client when backing up its own data. All data to be backed up resides in the same PS Series group
that provides the disk backup media for storing the backed up data.
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Figure 1: SAN Backup and Recovery Configuration

Backup and Recovery Media

Backup media refers to the device that stores backed up data. Backup media can be fixed, such as
disk, or removable, such as tape or compact disk. Symantec Backup Exec 10d supports backup to
tape, as well as backup to disk, and PS Series storage arrays are ideally suited for disk backup
media.

Traditionally, tape has been the backup media of choice, because tapes can be easily transported to
a separate facility for storage, and retrieved in the event of a disaster. However, disk backup media
is becoming more commonplace because it improves backup performance, provides online

recovery capabilities, and supports the use of advanced operations such as snapshot-based backups.

Backup to Disk and Restore from Disk Operations

In a backup to disk scenario, not only is the data that is to be backed up stored in a volume on a PS
Series group, another volume on a PS Series group serves as the backup media. This enables disk-
to-disk (D2D) and continuous data protection (CDP) backups. This Technical Report describes
how to create a Backup-to-Disk folder and map it to a PS Series volume, which is a quick way to
create backup media on a PS Series group.

For environments using Windows Server 2003 and the EqualLogic Host Integration Tools, kit,
Microsoft's Volume Shadow Copy Service (VSS) can be used to create snapshots of application
data that is used as the source of a backup.

It is important that when performing disk-to-disk backups that a copy of data is stored away from

primary data. This can be accomplished by also maintaining tape backups stored at a remote
location, or via replication of data to a remote location.
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Backup to Tape and Restore from Tape Operations

Data stored in a PS Series volume can be backed up using any of the traditional disk-to-tape (D2T)
backup methods. Simply follow the Symantec Backup Exec recommended procedures for your
environment.

You can also backup to tape using VSS. To do this, follow the instructions in the backup-to-disk
sections in this report, except select a tape for the backup device (backup media). Note that you do
not have to create disk backup media if you are only backing up to tape.

VSS Snapshots and Backup

Snapshots (also called shadow copies) are point-in-time copies of data. A snapshot enables you to
quickly copy data at the disk volume level. This volume copy can then be used as the source for
backup operations. Snapshot creation does not disrupt access to the volume. The copy is created,
typically in a few seconds, and maintained in disk storage (for example, in a PS Series group),
providing high performance and low space utilization.

When using snapshots to backup data, the snapshot capability must be integrated with the backup
application, the applications and file systems to be backed up, and the storage devices. Historically,
this integration has required using scripts, which are difficult to create and maintain for proper
operation over time. These requirements have severely restricted the adoption of snapshot-based
backups.

Microsoft has created a technology in Windows Server 2003 called Volume Shadow Copy Service
(VSS). VSS provides a framework for creating snapshots that integrates VSS-aware disk storage
(for example, PS Series storage arrays), applications (for example, Exchange or SQL), and
operating system drivers, delivering a turn-key backup solution to IT departments without the need
for scripting.

There are three required components in the VSS framework:

e VSS requestor. Requests the creation of snapshots, typically for backup operations. Symantec
Backup Exec 10d can be used as a VSS requestor.

e VSS writer. Business application (such as a database application, e-mail, or file system) that
prepares the application for snapshot creation or data restoration (for example, by flushing
buffers, switching logs, etc.). NTFS, Exchange, and SQL are examples of VSS writers.

e VSS provider. The mechanism that actually creates and maintains the snapshot in the storage
hardware. For example, the Host Integration Tools kit installs the Auto-Snapshot Manager for
Windows, a VSS provider that can create snapshots in a PS Series group.

Thus, you can use Auto-Snapshot Manager (VSS provider) with Symantec Backup Exec 10d (VSS
requester) to backup and restore NTFS, Exchange, and SQL applications (VSS writers) providing

an end-to-end backup and restore solution.

A snapshot provides a stable copy of volume data for backups. There are three types of VSS
snapshots:
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¢ Local software-based VSS snapshots. The backup application is responsible for creating and
storing the snapshot of a backup client’s volume. Then, the backup client mounts the snapshot,
and the backup server backs up the snapshot.

e Local hardware-based VSS snapshots. The backup application requests that the storage
hardware create and store the snapshot of a backup client’s volume. Then, the backup client

mounts the snapshot, and the backup server backs up the snapshot.

Local snapshot operations typically work as shown in Figure 2.

LAN

Symantec

PS Series Group

Remaole Location

Figure 2: Local snapshot operations.

1. The backup application either creates and stores a snapshot of the backup client volume, or
it requests that the storage hardware (PS Series group) creates and stores the snapshot.

2. The backup client mounts the snapshot and the backup server backs up the snapshot.
3. The snapshot may be deleted after the backup is complete.

o Transportable hardware-based VSS snapshots. The backup application requests that the
storage hardware create and store the snapshot of a backup client’s volume. Then, the backup

server mounts the snapshot and backs up the snapshot. This moves (offloads) backup
processing from the backup client and moves it to the backup server.
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Transportable snapshot operations typically work as shown in Figure 3.
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Figure 3: VSS Transportable snapshot operations.

1. The backup application requests that the storage hardware (PS Series group) creates and
stores a snapshot of the backup client volume.

2. The backup server mounts and backs up the snapshot.

3. The snapshot may be deleted after the backup is complete.

Exchange Backup Levels

Symantec Backup Exec 10d supports two levels of backup for Microsoft Exchange 2003:

Database Level. The backup software gives you the option of backing up each Exchange
Storage Group Mailbox Store or each Storage Group Public Folder Store to backup media.

This allows the Message Store or Public Folder Store to be restored and the transaction log data
re-applied, bringing the Group Mailbox Store or Public Folder Store back to the state that
existed just prior to the failure.

Brick Level (single mailbox). The backup software logs into each mailbox and then backs up
the contents of the mailbox to backup media. This allows you to restore individual user
mailboxes; however, it significantly increases the amount of backup media space required.
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Each backup level has its advantages and disadvantages. This report focuses on leveraging the VSS
capabilities of Symantec Backup Exec 10d, which only supports backing up entire Exchange
Storage Groups.

SQL Backup Levels

Symantec Backup Exec 10d supports three levels of backup for Microsoft SQL 2000 and 2005:

o Instance Level. Captures the entire SQL Server instance, including all database and
transaction logs. This level of backup enables the complete SQL Server instance to be restored
and the transaction log data re-applied, bringing the SQL server back to the state that existed
prior to a failure.

e Database Level. Performs a backup of each SQL database. This level of backup enables you to
back up an individual database with logs. It also provides the ability to reapply the transaction
log, bringing the SQL server back to the state that existed prior to a failure.

e Filegroup Level. When databases grow too large to be backed up at the same time, you can
back up individual filegroups, which require less storage space. Filegroups can be backed up at
different times and frequencies. Using a combination of filegroup and log backups provides
complete database protection.

Each backup level has its advantages and disadvantages. This report focuses on leveraging the VSS
capabilities of Symantec Backup Exec 10d, which only supports Instance Level backups.

Symantec Application Agents, AOFO, and ADBO

Backup Exec 10d includes agents for backing up a number of database applications, including

Microsoft Exchange and SQL Server. Backup Exec 10d also supports the Advanced Open File
Option (AOFO) for backing up files that might be open during the backup and that do not have
agents.

For transportable snapshots, Backup Exec 10d supports the Advanced Disk-based Backup Option
(ADBO). ADBO allows offhost backup using EqualLogic PS Series arrays with Backup Exec 10d
for Windows Servers when you install Hotfix 29 on the media server (also known as the backup
server) that is doing the backup. When using ADBO to create snapshots, it is not necessary to use
AOFO.

If you plan to back up Exchange or SQL Server using VSS, the relevant agents must be installed on
the media server that is doing the backup.

If you plan to back up files that do not have agents, you must install AOFO on the remote server
(also known as the remote client).

For more information on when to use AOFO or the application agents, see:

http://seer.support.Symantec.com/docs/263784.htm

For more information on when to use ADBO, see:

http://support.veritas.com/docs/284355
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Deploying Symantec Backup Exec 10d

The following sections describe how to backup and restore NTFS volumes, Exchange e-mail, and
SQL databases using Symantec Backup Exec 10d, a PS Series group, and the Host Integration
Tools Kkit.

The procedures focus on the use of VSS and transportable snapshots. However, traditional backup
and recovery methods and vendor-specific backup techniques that do not support VSS can also be
used to back up the data residing on PS Series volumes.

See the Backup Exec 10d documentation for application installation and configuration details. See
the PS Series QuickStart or Group Administration manual for information about setting up a group
and volumes. See the Auto-Snapshot Manager Installation and Administration manual for detailed
requirements and installation information.

Basic Steps

This section provides an overview of the basic steps for backup and recovery operations using an
EqualLogic PS-Series iISCSI SAN. Refer to the specified sections for detailed information.

1. Setup the PS Series group and create the following volumes:

— Backup client volumes that will contain the application data to be backed up. For each
volume, create one or more access control records that allow the backup client access to the
volumes. In addition, be sure to reserve snapshot space for each client volume.

—  One or more backup volumes for the disk backup media. For each volume, create one or
more access control records that allow the backup server access to the volumes.

See PS Series Group Requirements in this document for more information.

If your SAN is composed of multiple PS Series arrays running PS Series Firmware 3.0 or later,
consider creating multiple pools of storage and segregating application data storage from
backup data storage. See the PS Series Firmware 3.0 Group Administration manual for more
information.

2. Ensure that the backup server (media server) and backup clients (remote servers) meet the
requirements described in Backup Server and Backup Client Requirements in this document.

a. On the backup server, install Windows Server 2003 along with the required hot fixes and
service packs. , Install an iSCSI initiator. You can use an available hardware iSCSI
initiator, or install a software initiator. The Host Integration Tools kit includes a software
initiator that you can use. Use the Host Integration Tools kit to install Auto-Snapshot
Manager on the backup server, configure the server to detect storage group targets, and
optionally install a software iSCSI initiator.

Create one or more backup-to-disk folders for disk backup media. Optionally, you can
create device pools for disk backup media. Create persistent connections to the backup
volumes for the disk backup media. Create persistent, snapshot-only connections to the
volumes to be backed up. Optionally, configure the volumes for multipath I/O. Initialize
the volumes as basic disks, align disk sectors, and format the new disks. Ensure that the
backup server can access the VSS control volume; however, do not maintain a connection
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to this volume. Then install the Symantec Backup Exec software and the Symantec
application-specific agents.

b. On each backup client, install Windows Server 2003, the required hot fixes and service
packs, and an iSCSI initiator. Persistently connect to the backup client volumes.
Optionally, configure the volumes for multipath I/O. Initialize the volumes as basic disks,
align disk sectors, and format the new disks. Install the Host Integration Tools kit on the
backup client. Ensure that the backup client can access the VSS control volume; however,
do not maintain a connection to this volume. Install the applications (for example, SQL or
Exchange) and configure the applications to use the new disks.

3. Perform these tasks on the backup server:

Launch the Symantec Backup Exec management interface.

b. Create one or more backup-to-disk folders for disk backup media. Optionally, you can
create device pools for disk backup media.

c. Push the Symantec Backup Exec Remote Agent for Windows Servers from the backup
server to any clients where you will back up NTFS volumes.

Note: The Symantec Backup Exec Exchange and SQL agent software is only installed
on the backup (media) server.

d. Back up and restore the backup client volumes or applications (for example, SQL database
or Exchange storage group).

When specifying job properties, be sure to specify that the backup operation uses
Microsoft Volume Shadow Copy Service.

PS Series Group Requirements

PS Series group requirements are as follows:

e PS Series Firmware Version 2.3.6 or higher.

e  One or more backup client volumes that will contain the data to be backed up. Be sure to
reserve snapshot space for each volume. For each backup client volume, create one or more
access control records to allow the backup client access to the volume. If you will be creating
transportable snapshots, you must also create one or more access control records to allow the
backup server snapshot-only access to these volumes.

Before creating volumes, be sure to fully understand the individual application requirements
(for example, e-mail, database, or file system), so you can allocate a sufficient amount of
storage space to each volume. Note that volumes can be expanded easily online.

e  One or more backup volumes for the disk backup media. (Not required if you are only backing
up to tape.) The volume size depends on the frequency and amount of data to be backed up.

Also, for each backup volume, create one or more access control records that will allow the
backup server access to the volume.

e VSS control volume. The Host Integration Tools for Windows automatically creates this
volume.

In addition, create one or more access control records that will allow the backup server and the
backup client access to the VSS control volume. Never create a persistent connection to the
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VSS control volume. You can, however, temporarily connect to it to test the server’s ability to
access the volume.

See the PS Series Quick Start or the Group Administration manual for information about creating a
group, volumes, and access control records.

See the Host Integration Tools for Microsoft Windows User Guide and Release Notes manual for
installation information and additional requirements.

In addition, it is recommended that you consult the Network Connection and Performance
Guidelines Technical Report on the EquallLogic Customer Support website for information about
how to improve network performance when using a PS Series SAN.

Backup Server and Backup Client Requirements

There are two types of servers involved in backup and recovery operations:

e Backup server (Symantec uses the term media server). The backup server schedules,
catalogs, and runs the backup and restore jobs.

e Backup client (Symantec uses the term remote server). A backup client hosts the file system
and application data (for example, NTFS file system or Exchange or SQL data) that you want
to back up and, through a software agent, provides the backup server with access to the data.

Note that the backup server can also act as a backup client when backing up its own data.

See the Symantec Backup Exec documentation for detailed information about backup server and
backup client hardware and software requirements.

Backup Server Requirements

The backup server (media server) requires the following:

e Microsoft Windows Server 2003 with Hotfix KB 891957 or a subsequent service pack that
contains this Hotfix.

e Symantec Backup Exec 10d for Windows Servers with Service Pack 1 (or later) and Hotfix 29
or a subsequent service pack that contains this Hotfix.

¢ Symantec Backup Exec Advanced Open File Option (AOFO).
¢ Symantec Backup Exec Advanced Disk-based Backup Option (ADBO).

e Symantec Backup Exec Microsoft Exchange Agent (if Microsoft Exchange Server 2003 clients
will be backed up).

e Symantec Backup Exec Microsoft SQL Agent (if Microsoft SQL Server 2000 or 2005 clients
will be backed up).

e Microsoft Exchange System Manager (in order to detect Exchange servers via Backup Exec’s
Resource Discovery feature)

e Industry-standard iSCSI initiator, either:

—  Microsoft iSCSI Software Initiator Version 2.0 or later (included in the Host Integration
Tools for Microsoft Windows)
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— 1SCSI host bus adapter (HBA) initiator p/us the service portion of the Microsoft iSCSI
Software Initiator Version 2.0 or later (for VSS support).

For installation information, consult the initiator vendor documentation.

Host Integration Tools for Windows Version 2.0.0 or later (VSS provider). For operating
system, iSCSI initiator, and other requirements, see the Host Integration Tools for Microsoft
Windows User Guide.

For each backup volume for disk backup media:
— Persistently connect the server to the volume.

— If you want to use multipath I/O, set up redundant paths between servers and storage. See
the EqualLogic Multipath I/O DSM for Windows Installation and Administration manual
for information.

— Initialize the volume as a basic disk.

— For the best performance, align disk sectors. See the Technical Report, Aligning Disk
Sectors for Optimal Performance, on the EqualLogic Customer Support website for more
information.

— Format the new disk.

— Point the backup application to use the new disk for a backup-to-disk device, as described
in Creating Disk Backup Media.

Access to the VSS control volume. Although you can connect to this volume to test access, do
not maintain an iSCSI connection to this volume.

Consult the Network Connection Guidelines Technical Report on the EqualLogic Customer
Support website for information about improving network performance between
PS Series storage arrays and servers.

Backup Client Requirements

Each backup client (or remote server) requires the following:

Microsoft Windows Server 2003 with Hotfix KB 891957 or a subsequent service pack that
contains this hotfix.

Microsoft Exchange Server 2003 Service Pack 1 (if Microsoft Exchange Server 2003 is
installed).

Microsoft SQL Server 2000 Service Pack 3a (if Microsoft SQL Server 2000 is installed) or
Microsoft SQL Server 2005.

Symantec Backup Exec Advanced Open File Option (if you are backing up NTFS on the
server). Note that you can perform the backup client software installation from the Backup
Server by using the Backup Exec Assistant.

Symantec Backup Exec Remote Agent for Window Servers (AOFO automatically installs the
Remote Agent).

Symantec Backup Exec Advanced Disk-based Backup Option (ADBO).
Industry-standard iSCSI initiator, either:
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—  Microsoft iSCSI Software Initiator Version 2.0 or later (included with the Host Integration
Tools for Microsoft Windows)

— iSCSI host bus adapter (HBA) initiator p/us the service portion of the Microsoft iISCSI
Software Initiator Version 2.0 or later (for VSS support).

For installation information, consult the initiator vendor documentation.

e Auto-Snapshot Manager for Windows Version 2.0 or later (a VSS provider installed by the
Host Integration Tools kit). For operating system, iSCSI initiator, and other requirements, see
the Host Integration Tools for Microsoft Windows User Guide and Release Notes.

e For each client volume that will be backed up:
— Persistently connect the server to the volume.

— If you want to use multipath I/O, set up redundant paths between servers and storage. See
the EqualLogic Multipath I/O DSM for Windows Installation and Administration manual
for information.

— Initialize the volume as a basic disk.

— For the best performance, align disk sectors. See the Technical Report, Aligning Disk
Sectors for Optimal Performance, on the EqualLogic Customer Support website for more
information.

— Format the new disk.
— Point the client application to use the new disk.

e Access to the VSS control volume. Although you can connect to this volume to test access, do
not maintain an iSCSI connection to this volume.

e Consult the Network Connection Guidelines Technical Report on the EqualLogic Customer
Support website for information about improving network performance between
PS Series storage arrays and servers.

See the Symantec Backup Exec documentation for more information on backup server and backup
client hardware and software requirements, including the requirements for VSS.

Launching the Backup Exec Management Interface

The Symantec Backup Exec management interface is run on the backup server and is used to
identify backup devices, configure backup and restore jobs, monitor job progress, and restore data.

To launch the Backup Exec management interface on the backup server, click:

Start > Programs > Symantec Backup Exec 10d for Windows Servers

To display the Backup Exec Assistant, which provides access to wizards that can help you perform
common tasks, click Overview in the tool bar at the top of the screen and then click Backup Exec
Assistant in the leftmost panel.

The Backup Exec Assistant Overview window appears (Figure 4). You can deploy remote agents,
create devices pools, create media sets, create backup and restore jobs, and monitor jobs.

You can also use the Assistant to install Backup Exec software on the backup clients. For example,
under Step 1 in the Overview window (Figure 4), click Install remote agents. Refer to the Backup
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Exec 10d for Windows Servers Administrators Guide for instructions on installing the correct
Agent for your specific environment.

f& Symantec Backup Exec - [Dverview] ;IEIEI
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Enera

- - Backup Exec Assistant -
Open Assistant in new

window

Follow these steps to set up your Backup Exec

Desktop and Laptop 4 environment:
Backups

F\’gé Step 1 - Install Remote Agents

To back up remote computers, one or more Backup Exec agents may
need to be installed. ¥ou can install the remote agents from this Backup
Exec Administration Consale.

install remote agents  Learn more about installing rermote agents

\)J Step 2 - Create Device Pools

& device pool is a2 group of storage devices that can be targeted for
backups. A device pool can contain different types of storage devices
including stand-alone drives, drives in robotic libraries and backup-to-disk
folders. Targeting backups to a dewvice pool increases efficiency and
performance through load balancing, which distributes job processing
across storage dewices.

Create a device pool  Learn rmore about device pools  Go to Devices view

I% Step 3 - Create Media Sets
A& media set is a logical grouping of storage media for which vou can

specify how long data will be retained and how long data can be
appended. after creating a media set, you can target backup jobs to it.

] 0 Scheduled Jobs, 0 Jobs on Hold, 0 Active Jobs | [y [F® BUEIODSERVER. 4

Figure 4: Backup Exec Assistant Overview

Creating Disk Backup Media

To perform a disk-to-disk backup or a disk-to-disk-to-tape backup, you must configure the backup
volumes you set up in PS Series Group Requirements as disk backup media.

Backup Exec allows you to backup data to a “folder” which maps to a backup volume. Alternately,
you can set up a device pool, which is a group of storage devices (for example, backup-to-disk
folders) that can be used as disk backup media.

To create disk backup media, follow these steps on the backup server:

1. Be sure the backup server meets the requirements and recommendations in Backup Server and
Backup Client Requirements this report.

2. In the Backup Exec tool bar, click Devices. In the Storage Devices tree, right-click Backup-to-
Disk Folders and then select New Backup-to-Disk Folder. In the New Backup-to-Disk Folder
dialog box (Figure 5), enter a unique name and then use the navigate button for the Path field
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to specify the mount point of a backup volume. Ensure that the Backup-to-Disk folder option

1s selected and click OK.

Mew Backup-to-Disk Folder x|

Mame: IBUE'I 0d B ackup Destination

Bath; IE:"'-

{* Backup-to-Disk folder

A Backup-to-Dizk Folder exiztz on a device that has non-removable media. [t supportz
concurrent operations from one or more media servers. rou should create a
Backup-to-Dizk Falder on a device that iz nat included in backup jobs and that has

enough free space to conk
device falz, and prevent a
oh the device.

" Bemovable Backup-to-Disk folder

A Removable Backup-to-Disk Folder exizts on a device that haz removable media. [t
supports zpanning of backup setz from one piece of media to another. [t dogs not
support concurrent operations. |t should not be shared between media servers. When
creating a Removable Backup-to-Dizk Folder, you must zpecify only a device and not a

path.

Set Default Path

ain the backup jobs. Doing 2o can prevent the lozs of dataif a
job fram falling becauze it exceeds the amount of free space

k. Cancel

Figure

5: New Backup-to-Disk Folder

After you create a folder, it will appear under Backup-to-Disk Folders in the Storage Devices
tree (Figure 6). Repeat this step to create another backup-to-disk folder on that backup volume
or another backup volume you created.

Fx symantec Backup Exec - [Devices]
File Edit Wiew MNetwork Tools Window Help

=lol=|

Backup | Restore | Poli

General Tasks

2
=

*»

Device Tasks

@
=

Media Tasks

cy || Overview | Job Setup | Job Monitor | Alerts | Reports |

|| Overview | Job Setup | Job Monitor | Alerts | Reports | Devices | Media |
Devices -1 ltem

= E@ Storage Devices Mame &~ | Path
- Dievice Paols 3 BUELDd Backup Dest... E:f

BUELOCSERYER

All Devices (BUE10DSERVER)
Stand-alone Drives
[_7) BUEL0d Backup Destination

Remaovable Backup-to-Disk Devices
Cascaded Drive Pools

Figure 6: Backup-to-Disk Folders

To create an optional device pool, from the tool bar, click:

Overview = Backup Exec Assistant 2 Create a device pool

The New Device Pool dialog box (Figure 7) appears. Enter a Device pool name and
Description. The backup-to-disk folders you created in Step 2 will be displayed. Select the
checkbox next to the folders you want to include in the device pool.
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Once the backup-to-disk folders (and device pools, if used) have been created and mapped to
the backup volumes in the PS Series group, you can use them as backup media. Figure 8 shows
a device pool named Device-Pool-1.

New Device Pool x|

Device pool narne:; IDBViDE-PDD|-1

Diescriptian: IF'::n:uI of Backup-to-Digk Folders

— Device list filker

Device bpe: I-"l"-"

Ll e

[evice subrtype; I

Select the devices to be included in this device pool;
{BUE10d B ackup Destination (BUE10DSERVER] |

] I Cancel Help

Figure 7: New Device Pool

£+, symantec Backup Exec - [Devices] =10] x|

File Edit YWiew Metwork Tools Window Help

Backup | Restore | Policy || Overview | Job Setup | Joh Monitor | Alerts | Reports | Devices | Media

Devices -1 ltem

General Tasks
Marme & I State Type

Rename iger P [ BUE10d Backup Dest... E:
Delete
Properties

Dewvice Tasks =1-F8 BLUE10DSERVER
;5 stand-alone Drives

Robotic Libraries

(=) Backup-to-Disk Folders

. i-[(J BUE10d Backup Destination
@ Removable Backup-to-Disk Devices

¥

Media Tasks

----- % Cascaded Drive Pools

Figure 8: Device Pools
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Creating a Backup-to-Disk Job for an NTFS Volume

To back up an NTFS volume to disk using VSS, follow these steps on the backup server:

1. In the Backup Exec toolbar, click Backup.

2. Specity the file system to back up (this is a PS Series volume connected to and mounted on the
backup client). Under Source in the leftmost panel, click Selections. The Backup Job
Properties — Selections window appears (Figure 9). To backup data on any backup client that is
running an agent, expand Remote Selections and then expand a client to display all available
remote objects. Select the NTFS objects to back up.

Backup Job Properties M=
- - Selectiohs
Propeities | Selection list name: Wiew format
50‘;;0;3 _ [Backup 00231 =] | @ Graphical fdvanced. |
elections y p
Fresource Order Selection list description: -~ I?ejhow (il aztere
Resource Credentisl: I -
Priority and s ailabilit i ;
rlomy! and Avananiit! Load 5 elections from Existing List... | ¥ Includs subdirsctoriss
Selection List Matification
Destinati . —
" Devioe ond Medis L] EP APPENGD? 2l [ Mame ~ [_see
Setfings El- APPENGOS |7 copy (23 of New Microsoft Word D.... 19KE
General DQ APPENGOS.LOG D Copy (3} of New Microsoft Word D, .. 19KE
Advanced {1 §] Resources$ D Copy (47 of New Microsoft YWard D, .. 19KE
Pre/Post Commands 12 Address [ capy (51 of New Micrasaft word D... 19KE
Advanced Open File s D Copy (&) of Mew Microsoft Word D... 19KE
Advanced Disk-based Bac g g [E) D Copy (70 of Mew Microsoft Word D, .. 19KE
Microsaft SOL T o J Backun Exet ACFO St D Copy of Mew Microsoft Word Docu, .. 19KE
Microzoft Exchange ) P D Mew Micrasoft Ward Document.dac 19KB
. . [ L1 Firsk Storage Group
Microzoft SharePoint 123 Loadsim Queue
hi:;gzrg;% 21 Loadsim Stare
. [ _| System Wolume Informes
Metwork and Firewall EE
Lirs/Unis w @0 T2
Motification a0o L
Fregt;:r;iile -] & Microsoft Exchange Mailbas
= Microsaft Exchange Public F
= Shadow Copy Components -
(==l | Bllimiim el ToCmrime mbim o Tlma
« S| _»r' U — 0
4 | I
Biun Maw I Cancel I Help |
v

Figure 9: Backup Job Properties - Selecting an NTFS File System

3. Specify the backup media for the objects you selected in Step 2. In the leftmost panel of the

Backup Job Properties window, under Destination, select Device and Media. The Backup Job
Properties — Device and Media window appears (Figure 10). In the Device field, select one of
the Backup-to-Disk folders or device pools you set up in Creating Disk Backup Media. Then,
enter a unique, meaningful name in the Media set field.

16
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Backup Job Propetrties =]

- - Device and Media
Fropertiez |
Source Device: Backup-to-Disk Folder 1 j
Selections Media set: Device Pool
Resource Order _ &1l Devices [APPENGDE)
E?Sﬁumedc.:de'lnﬂts Farnily narme: Device-Pool-1
riarity and Aseailability o APPENGOG
Selection List Matifisation then this job =§ :
Destlna_tlon . & .gssg_:!ltfo Exchange B ackup-to-Dizk Folder
Device and Media SOL Backup-toDisk Folder
Settings ¢ Append to b e s L ipeett gD
General
Advanced . . .
Pre/Post Commands [ Eject media after job completes
Advanced Dpen File ™ Retenzion media before backup
Advanced Disk-based Bac ) .
Micrasaft SAL Media protection
Microsoft Exchange [” Password pratect media Lhange password .. |
Microgoft ShareFoint
Lotus Craming
Kabulara ChAC

Figure 10: Backup Job Properties - Device and Media

4. Specify that the backup job uses VSS.

For transportable snapshots, To create transportable snapshots, use the Advanced Disk-based
Backup Option (ADBO) and disable the Advanced Open File Option. In the leftmost panel of
the Backup Job Properties window, under Settings, select Advanced Disk-based Backup. The
Backup Job Properties — Advanced Disk-based Backup window in Figure 11 appears. Select
Use offhost backup to move backup processing from remote computer to media server.

Backup Job Properties

| r Advanced Disk-bazed Backup

Froperties

Sauice IV ze offhost backup to move backup processing from remote computer to media served
Selections . - - - -
Resource Order Snapshot provider: | Automatic - se hardware if available; othenwize use software j
Resource Credentials ) B
Priarity and Availability Job dispositian
Selection List Matification If any of the selected resources do not support afftost backup:

Destination . . .
Device and Media ¥ Continue the backup job [offhost backup is not used)

Settings ™ Fail the backup job [further selections are not backed up after failure occurs]
General
Advanced

Fre/Post Commands
Advanced Open File
Advanced Disk-based Bac
ticrozoft SGEL

ticrozoft Exchange

[ Process logical wolumes for offhost backup one at a time

Figure 11: Backup Job Properties - Advanced Disk-based Backup

Note: For more on transportable snapshots, see “About the Offhost Backup Feature” section
in the Symantec Backup Exec 10d Administrator’s Guide.
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For non-transportable snapshots, in the leftmost panel of the Backup Job Properties window,
under Settings, select Advanced Open File. The Backup Job Properties — Advanced Open File
window shown in Figure 12 appears. Then, select Use Advanced Open File Option and select
Microsoft Volume Shadow Copy Service. Ensure that the Snapshot provider field is set to

“Automatic — Allow VSS to select the snapshot provider.”

Backup Job Properties

Froperties

| r Advanced Open File

Source
Selections
Resource Order
Resource Credentialz
Pricrity and A ailability
Selection List Motifization
Destination
Device and Media
Seftingz
General
Advanced
Pre/Pozt Commatds
Advanced Open File

Microzoft SOL
Microzoft Exchange

Figure 12: Backup Job Properties - Advanced Open File

5. Start the backup job using the Schedule dialog box. To start immediately, click Run Now.

Advanced Disk-bazed Bac

V¥ Use Advanced Open File Option

r— Open file configuration

" Automatically select open fils techinology
" Symantec Yolume Snapshot Provider
™ WERITAS Storage Foundation for “Windows FlashSnap Option

' Microsoft Vaolume Shadow Copy Service

Snapzhot provider;

Automatic - Allow W55 o select the snapshot provider

¥ Process logical volumes for backup one at a time

™ Use ServerFres Option

Alternately, you can schedule the job. In the Properties panel, under Frequency, select

Schedule. The Backup Job Properties — Schedule dialog box shown in Figure 13 appears.

Backup Job Properties =
S r Schedule
Froperties |
Source i~ Current date and time
Selections 8/12/2005 3:48:13 PM
Resource Order
Resource Credentials —Schedule
Prricrity and Avwailability FET
Selection List M otification .
Diestination € Runon | 871202008 »| at | a3taopM =
Device and Media
Settings Edit Schedule Details |
General
Advanced Effective date:  8412/2005 Wiew Schedule Summary |
Pre/Post Commands X -
Advanced Open File Ve Wmdm"f
Advarced Disk-based Bac Start o earlier than 11:00:00 P
Microzoft SAL and no later than 10:59:59 P
Microzoft Exchange
Microzoft SharePoint
Latus Domino I~ Submit job on hold
Metifare SMS
Metwork and Firevwall
Lirwz/U iz
M atification
Frequency Job deletion
Schedule ! Delete the job if the job suscessfully completes
| Delete the job after the job completes
& [ not delete the job
4] |
Submit I Cancel Help
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Figure 13: Backup Job Properties - Schedule
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Select the Run according to schedule button to see the Backup Job Scheduling dialog box
(Figure 14), where you can set backup schedule options. Click OK to create and activate the
schedule. Click the Edit Schedule Details button if you need to make further changes to the
schedule.

Backup 00231 Ed

— General Options

""" o Effectwg Date The general options that wou specify apply every day on which

""" &y Time W'”_d':'w a tazk iz scheduled to run. By default, a task can run once
L # Restart Time Interval every day indefinitely at any time of the day.
[E}+{Z] Fun Day Options

- Wwieek Days - Effective Date

""" _'=' Day Interval Thiz is the date on which the schedule becomes

----- @  Dayz of the Month effective. A tazk can not run prior to thiz date.,

----- % Specifiic Dates

----- % Esclude Dates - Time Windaw

Thiz iz the time period during which the task can begin
on any scheduled run day.

- Restart Time Interval
Thiz iz the time interval uged to restart a tazk during any
scheduled run day.

Summary |
()8 I Cancel Help

Figure 14: Backup Job Scheduling

6. Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup
Exec tool bar, click Job Monitor. The Backup Job Monitoring and Status window (Figure 15)
appears.
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£, Symantec Backup Exec - [Job Monitor] =10l x|

File Edit Wiew MNetwork Tools ‘Window Help

‘ Backup | Restore | Policy || Overview | Jobh Setup || Job Monitor " Alerts | Reports | Devices | Media |
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&
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@ Backup 00031 Delete . Backup Successful 100%. QI JE006 3:02 PM af
@ Backup 00038 Backup Complete. .. 100% 9f1/2006 11:13 AM 9
@ Restore 00046 Restore Successful 100% gf14/2006 11:51 ... &
@ Restore 00045 BUE10d Backup Dest...  Restore Successful 100%. Sf14/2006 11:49 ... &
Q Restore 00044  BUE10d Backup Dest...  Restore Successful 100% af14/2006 11:458 ... &
@ Backup 00073 BUE10d Backup Dest... Backup Successful 100% 3/1J2006 1:42 PM )
@ Restore 00039 BUE10d Backup Dest...  Reskore Successful 100%. Si1J2006 1:23 PM &l
Q Backup 00077 BUE10d Backup Dest... Backup Successful 100% 3/1/2006 1:17 PM af
@ Backup 00076 BUEL0d Backup Dest... Backup Complete. .. 100% 3/1J2006 1:09 PM 8 .
= e . ) | & LI_I
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Figure 15: Backup Job Monitoring and Status
Right-click a job in the Current Jobs or Job History panel, then select Properties.
Click the Job Log tab (Figure 16) and scroll down to and then expand Job Operation —

Backup. Locate the correct server name and ensure that the job is using the Microsoft Shadow
Copy Service and the Equallogic Auto Snapshot Manager VSS provider (Figure 17).
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Job Higtary  Jab Lag |
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Job Log for Backup 00100

Completed status: Successful Expand All Collapse All

B Job Information

Job server; BEUELODIERVER

Job nawe: Backup 00100

Job started: Tuesday, Jeptewber 05, 2006 at 4:54:26 PH
Job type: Backup

Job Log: BEX EUELODSERVER 00153.xml

Drive and media mount requested: 9/5/2006 4:54:26 FM

Device and Media Information

Job Operation - Backup
=]

Save Az | Print | FEind... |
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A

Figure 16: Job History - Job Log

i

Job Higtary  Job Log |

Server - BUE10DCLIENT-WP 2]

ADEOQ: The Adwvanced Disk-based Backup Option was selected for this job. Data is being
backed up using offhost backup.

ADEO: 0ffhost backup started for resource: "\\BUElODCLIENT-WPAE:". Microsoft Volume
Shadow Copy Serwice (V33) used for snapshot.

The snapshot provider used by V55 for wolume E: - Equallogic W55 Prowider (Wersion
Z.0.0.00.

ADEO: 0ffhost backup import of wolumes to the media server is finished.

ADEO: 0ffhost backup metadata collected successfully.

Set Information - W\Wolume{a5a97598-3918-11db-bfba-005056aa069b}

ADEO: 0ffhost backup deporting and resynchronization of wolumes on the remote computer is
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Job Operation - Verify =l

Save Az, | Print | Find... I
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4

Figure 17: Job Log - Symantec AOFO with VSS and Auto-Snapshot Manager

Deploying Symantec Backup Exec 10d and Auto-Snapshot Manager




7. Verify that the snapshot has been created in the PS Series group by using the Group Manager
GUI From a Web browser, connect to the group IP address and log in to the group. Click
Events in the leftmost panel to display the Event Log window (Figure 18) and locate the
snapshot events.

Note: The event log example below, resulting from Symantec Backup Exec initiating a
backup, confirms that that VSS told the PS Series group to create a snapshot of the
client volume. Then, the backup client connected to the volume so that the backup
application could perform the backup. Finally, VSS told the PS Series group to delete
the snapshot after the backup was completed.

A generals Group Manager - Microsoft Internet Explorer If'-_ﬁIIﬁEﬁI[Z]
’ b i . )
Fle Edt View Favorites Tools Help g

" — il . w1
. \ ) . . 3 A o r
QBbak - © \ﬂ @ (4 ) Search .7 Favorites €4 vig M s @
adires: | @) hittp://172.18.0.100/ v|Bco
-
— EQU ALLoOGIC® Account: grpadmin  Logged in 9/6/06 8:54:28 AM 2% Logout
&) Group generals El Events {4 hew)
% Group Configuration
Events (4 new) Lewvel Date Time Member Meszage
i tember @ IHFO 2606 B57:1 &AM longstreet S fully deleted pshot "wpm-backup-client-2-B
Yolumes @ IHFO 2606 8:56:27 AM longstreet i5CSl login to target "ign.2001-05.com.equallogic:6-8a0904
Replication Partners @ INFO 9606  8:56:23AM  longstreet  Successfully created snapshot "wpm-backup-client-2-B
W User Preferences @ IHFO %606  8:5516 AM  longstreet  GUI: Account grpadmin from 172.16.20.82 logged in to 17
online Help
@ Customer Support
| | »
[V Expand tres on failure Mo outstanding alarms iy
|g“| Applet EqQGroupMgrapplet started ® Internet

Figure 18: PS Series Group Manager GUI - Event Log

Creating a Backup-to-Disk Job for Microsoft Exchange 2003

Follow the Microsoft Exchange Server 2003 installation instructions to install the application and
configure it to use the PS Series volumes that will be backed up.

Note: According to the Symantec Backup Exec 10d for Windows Servers Administrator’s Guide,
Symantec VSS backups only support backing up Exchange Storage Groups. Using VSS to
backup individual mailbox stores, public folder stores, mailboxes, a specific mailbox, or the
message level of a specific user’s mailbox is not supported or recommended by Symantec.
Instead, you must use the Symantec Backup Exec Exchange Agent without the VSS option
enabled. The procedures below focus on leveraging the VSS capabilities of Symantec
Backup Exec 10, which only supports backing up Exchange Storage Groups.

We recommended that you read the section “Using Snapshot Technology With the Exchange

Agent” in the Symantec Backup Exec 10d for Windows Servers Administrator’s Guide before
proceeding with this section.
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Follow the steps below on the backup server to backup Exchange using VSS:

1. In the Backup Exec tool bar, click Backup.

2. Specity the Exchange data that you want to back up. Under Source in the leftmost panel, click
Selections. The Backup Job Properties — Selections window appears. Then, expand Remote
Selections, Microsoft Windows Network, and the desired Exchange server. Under the
Exchange server, expand Microsoft Information Store and select the Storage Group objects
you want to back up (Figure 19).
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Figure 19: Backup Job Properties - Selecting an Exchange Storage Group

3.

Specify the backup media for the objects you selected in Step 2. In the leftmost panel of the

Backup Job Properties window, under Destination, select Device and Media. The Backup Job
Properties — Device and Media window appears. In the Device field, select one of the Backup-
to-Disk folders or device pools you set up in Creating Disk Backup Media.

Specify that the backup job use VSS.

For transportable snapshots, To create transportable snapshots, use the Advanced Disk-based
Backup Option (ADBO) and disable the Advanced Open File Option. In the leftmost panel of
the Backup Job Properties window, under Settings, select Advanced Disk-based Backup. The
Backup Job Properties — Advanced Disk-based Backup window in Figure 20 appears. Select
Use offhost backup to move backup processing from remote computer to media server.
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Backup Job Properties
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General
Advanced

Pre/Post Commands
Advanced Open File
Advanced Dizk-bazed Bac
Microzoft SOL

Microsoft Exchange

[ Procesz logical volumes for offhost backup one at a time

Figure 20: Backup Job Properties - Advanced Disk-based Backup

Note: For more on transportable snapshots, see “About the Offhost Backup Feature” section
in the Symantec Backup Exec 10d Administrator’s Guide.

For non-transportable snapshots, in the leftmost panel of the Backup Job Properties window,
under Settings, select Advanced Open File. The Backup Job Properties — Advanced Open File
window shown in Figure 21 appears. Then, select Use Advanced Open File Option and select
Microsoft Volume Shadow Copy Service. Ensure that the Snapshot provider field is set to
“Automatic — Allow VSS to select the snapshot provider.”

Backup Job Properties

| r Advanced Open File

Properties
CaLnoe ¥ Use Advanced Open File Option
Selections r— Open file configuration

Resource Order

) " Automatizally select open fils technology
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Priarity and Availahiity € Symantec Yolume Snapshot Provider
Sfalec_tion List Motification = WERITAS Storage Foundation Far ‘Windows FlashSnap Option
Deglgjitclr?enand Media ¥ Microsaft Yolume Shadow Copy Service
Settings Shapshot provider: | Automatic - Allow WSS to select the snapshot provider |
General
Advanced
Pre/Post Commands ¥ Piocess logical volumes for backup one at a time

Advanced Dpen File
Advanced Digk-bazed Bac
icrosaft SOL

Microzoft Exchange

[ Use ServerFres Option

Figure 21: Backup Job Properties - Advanced Open File
5. Specify the Exchange options. In the leftmost panel of the Backup Job Properties window,

under Settings, select Microsoft Exchange. The Backup Job Properties — Exchange Backup
Options window in Figure 22 appears. Choose the desired options.
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Backup Job Properties
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Figure 22: Backup Job Properties - Exchange Backup Options

6. Start the backup job. To start the job immediately, click Run Now at the bottom of the Backup

8.

Job Properties dialog box (not shown in Figure 22).

Alternately, you can schedule the job. In the Properties panel, under Frequency, select
Schedule. The Backup Job Properties — Schedule window appears.

Select Run according to schedule to display the Backup Job Scheduling dialog box, where
you can set the options for the backup schedule. Click OK to create and activate the schedule.
Click Edit Schedule Details if you need to make further changes to the schedule.

Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup
Exec tool bar, click Job Monitor to open the Backup Job Monitoring and Status window.
Right-click a backup job in the Current Jobs or Job History panel and select Properties to
display the Job History window (Figure 23).

Verify that the snapshot has been created in the PS Series group by using the Group Manager
GUI From a Web browser, connect to the group IP address and log in to the group. Click
Events in the leftmost panel and locate the snapshot events in the log (Figure 23).
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Figure 23: Job History - Completed Exchange Backup Job

Note: Figure 24 shows that VSS told the PS Series group to create snapshots of the Exchange
data. Next, the Backup Exec connected to the volumes so it could do the backup.
Finally, VSS told the group to delete the snapshots after the backup was completed.

3 generals Group Manager - Microsoft Internet Explorer,

Fle Edit WYiew Favorites Tools Help o
. \ A ) . - ; ) TA = . ‘1 [
QD Back =] \ﬂ @ (0 | - Search ¢ Favorites §%) vig i @
address | €] http://172.18.0. 100/ v/ B Go
-
l=| EQUALLOG Ic® Account: grpadmin Logged in 9606 $:54:28 AM x Logout
& Group generals El Events (15 new)
"% Group Configuration
Events (15 new) Lewel Date Tirme: hiermiaer hieszage
B Members @ INFO 9606 94719 AM  longstreet  Successfully deleted snapshot "wpm-Exch 2003] &
Yolumes @ INFO 956106  9:47:15 AM  longstreet  Successfully deleted snapshot "wpm-Exch -2003
Replication Partners @ INFO 9606  9:45:59 AM  longstreet  iSCSI login to target "ign.2001-05.com.equallogic:6-§al
W User Preferences @& INFO 9606  9:45:51 AM  longstreet  iSCSI login to target "ign.2001 -05.com.equallogic:6-§al
[ cniine Help @ INFO 9606  9:45:47 AM  longstreet  Successfully created snapshot "wpmi-Exch 2003
@Customer Support @ INFO 9606 9:45:47 AM  longstreet  Successfully created snapshot "“wpm-Exch -2003
@ INFO 956706 9:45:40 AM longstreet ISCSI login to target "iqn.2001 -05.com.equallogic:6-§ail
@& INFO  9/6:06 9:37:43 AM longstreet I5SCSl login to target "ign.2001-05.com.equallogic:6-§al
@ INFO 956706 9:37:43 AM longstreet iSCSI login to target "ign.2001-05.com.equallogic:6-§al
4] | »
¥ Expand tres on taiurs No outstanding alarms &
I@I Applet EQIGrouplvigrapplet started ® Internet

Figure 24: PS Series Group Manager GUI - Event Log
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Creating a Backup-to-Disk Job for Microsoft SQL Server

Follow the Microsoft SQL Server installation instructions to install the application and configure it
to use PS Series volumes.

Note: According to the Symantec Backup Exec 10d for Windows Servers Administrator’s Guide,
Symantec VSS backups only support full SQL Server instance snapshots. The following
procedure therefore focuses Instance Level backups.

We recommended that you read the section “Using Snapshot Technology With the SQL Agent” in
the Symantec Backup Exec 10d for Windows Servers Administrator’s Guide before proceeding.

Follow the steps below on the backup server to backup SQL using VSS. Note that screen shots that
are the same as those shown previously have been intentionally left out.

1. In the Backup Exec tool bar, click Backup.

2. Specify the SQL Server instance to back up. Under Source in the leftmost panel (Figure 25),
click Selections. The Backup Job Properties — Selections window appears. Expand Remote
Selections and Microsoft Windows Network. Then, navigate to the Windows domain and
server holding the SQL Server instance you want to back up. Under the desired SQL server,
select Microsoft SQL Server. An informational dialog box (Figure 26) may appear.

Note: If doing non-VSS backups, you could select individual databases and filegroups for

back up here.
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Figure 25: Backup Job Properties - Selecting SQL Databases
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o Do not dizplay this message agairt
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Figure 26: Backup Job Properties - SQL Database Profile Information

If needed, create a logon account. If your SQL server instance has a set of Domain credentials
that differ from the credentials your Backup Exec service uses, or if you are using an “sa”

account, create a logon account to allow Backup Exec to authenticate to the SQL database.

To create a logon account, expand Remote Selections, Microsoft Windows Network, then
navigate to the Windows domain and server holding the SQL Server instance you want to back
up. Under the desired SQL server, select Microsoft SQL Server. If the Add Logon Credentials
dialog box (Figure 27) appears, enter the proper credential information in the dialog box and
then click OK. If the Logon Account Selection dialog box appears instead, click New. The

Add Logon Credentials dialog box in Figure 27 will appear and you can now enter the account
information.
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Figure 27: SQL Add Logon Credentials
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Figure 28: SQL Logon Account Selection

4. Specify the backup media for the objects you selected in Step 2. In the leftmost panel of the
Backup Job Properties window, under Destination, select Device and Media. The Backup Job
Properties — Device and Media window appears. In the Device field, select one of the Backup-
to-Disk folders or device pools you set up in Creating Disk Backup Media. Then, enter a
unique, meaningful name in the Media set field.

5. Specify that the backup job use VSS.

For transportable snapshots, To create transportable snapshots, use the Advanced Disk-based
Backup Option (ADBO) and disable the Advanced Open File Option. In the leftmost panel of
the Backup Job Properties window, under Settings, select Advanced Disk-based Backup. The
Backup Job Properties — Advanced Disk-based Backup window in Figure 29 appears. Select
Use offhost backup to move backup processing from remote computer to media server.

Backup Job Properties

| rAdvanced Dizk-bazed Backup

Properties

Source Iv Uze ofthost backup to move backup processing from remote computer to media server
Selections : - - - -
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Priarity and Availability Job disposition
Selection List Matification If ary of the selected reszources do not suppart ofthost backup:

Drestination ; _ ;
Device and Media ' Continue the backup job [offhost backup iz not uzed)

Setings " Fail the backup job [further selections are not backed up after failure ocours)
General
Advanced

Pre/Post Commands
Advanced Open File
Advanced Dizk-bazed Bac
Microzoft SOL

Microsoft Exchange

[ Process logical volumes for offhost backup one at a time

Figure 29: Backup Job Properties - Advanced Disk-based Backup
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Note: For more on transportable snapshots, see “About the Offhost Backup Feature” section
in the Symantec Backup Exec 10d Administrator’s Guide.

For non-transportable snapshots, in the leftmost panel of the Backup Job Properties window,
under Settings, select Advanced Open File. The Backup Job Properties — Advanced Open File
window shown in Figure 30 appears. Then, select Use Advanced Open File Option and select
Microsoft Volume Shadow Copy Service. Ensure that the Snapshot provider field is set to
“Automatic — Allow VSS to select the snapshot provider.”
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Figure 30: Backup Job Properties - Advanced Open File

6. Specify the SQL options. In the leftmost panel of the Backup Job Properties window, under
Settings, select Microsoft SQL. The Backup Job Properties — Microsoft SQL Backup Options
dialog box shown in Figure 31 appears. Choose the desired options.

Backup Job Properties
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Figure 31: Microsoft SQL Backup Options

Start the backup job. To start the job immediately, click Run Now.

Guide Me... |

Alternatively, you can schedule the job so that the backup is performed on a specific date and
time and repeated. In the leftmost panel of the Backup Job Properties window, under
Frequency, select Schedule. The Backup Job Properties — Schedule window appears.
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Select the Run according to schedule button to display the Backup Job Scheduling dialog
box, where you can set the options for the backup schedule. Click OK to create and activate
the schedule. Click the Edit Schedule Details button if you need to make further changes to
the schedule.

8. Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup
Exec tool bar, click Job Monitor. The Backup Job Monitoring and Status window appears.
Right-click a backup job in the Current Jobs or Job History panel and select Properties to
display the Job History window (Figure 32).
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Driwve and media mount requested: 97172006 3:02:40 PH

Device and Media Information

EZ Job Operation - Backup

Save fs.. | Print | Find... |

(1] I Cancel | Help

Figure 32: Job History - Completed SQL Backup Job

9. Verify that the snapshot has been created in the PS Series group by using the Group Manager
GUI. From a Web browser, connect to the group IP address and log in to the group. Click
Events in the leftmost panel and locate the snapshot events in the log (Figure 33).

Note: The event log example below, resulting from Symantec Backup Exec initiating a
backup, confirms that that VSS told the PS Series group to create a snapshot of the SQL
database and log volumes. Then, the backup client connected to the volumes so that the
backup application could perform the backup. Finally, VSS told the PS Series group to
delete the snapshot after the backup was completed.
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Figure 33: PS Series Group Manager GUI - Event Log

Restoring NTFS Files from a VSS Backup

To restore NTFS files from a backup, follow these steps on the backup server:

1.

2.

32

In the Backup Exec tool bar, click Restore.

Select the data to restore. In the leftmost panel under Source, click Selections. The Backup Job
Properties — Selections window (Figure 34) appears. Expand Remote Selections and
Microsoft Windows Network. Then, navigate to the Windows domain and server holding the
NTFS data that was originally backed up. Examine the catalog listing and locate the catalog
that corresponds to the date and data you want. Then, select the date if you want to do a full
restore or expand the date and select the folders or navigate further to select the folders and
files to restore.
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Figure 34: Restore Job Properties - Selecting the Restore Source

Select the restore destination. By default, the restore operation will restore to the original

location of the files.

To restore with redirection (that is, to a different location), in the leftmost panel, under
Destination, click File Redirection and navigate to the desired “Restore to” drive. Then, enter
the “Restore to” path.

Click the Run Now button. Then, click OK in the Session User Name and Password window
and click OK to start the restore job.

Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup

Exec tool bar, click Job Monitor. The Backup Job Monitoring and Status window appears.
Right-click a backup job in the Current Jobs or Job History panel and select Properties to
display the Job History window.

Verity the restored files.

Restoring Microsoft Exchange 2003 from a VSS Backup

The VSS backup procedures described in this report enable you to restore data up to the time of the
backup. Depending on the type of backup and restore performed, you may need to use Microsoft
Exchange’s software recovery techniques for log playback to return Exchange to a consistent and
up-to-date state. This is detailed in the document Design Companion Microsoft Exchange 2003
Backup Applications.: Using the Volume Shadow Copy Service.

Note:

According to the Symantec Backup Exec 10d for Windows Servers Administrator’s

Guide, the Exchange Agent snapshot does not support the Exchange 2003 Recovery
Storage Group (RSG) feature. Therefore, you cannot use Recovery Storage Groups with
backups created using VSS snapshots. However, you can use Recovery Storage Groups
with an Exchange Agent backup that was created without using VSS snapshots, a process
described in the Symantec Administrator’s Guide and the following support document:
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http://seer.support.Symantec.com/docs/264815.htm

For general information on using Recovery Storage Groups, refer to the Microsoft
Exchange documentation and the following Microsoft Knowledge Base article:

http://support.microsoft.com/default.aspx?scid=kb:;:%5SBLN%5D:824126

To restore an Exchange Information Store or Storage Group, follow these steps on the backup

server:

1. In the Backup Exec tool bar, click Restore.

2. Select the Exchange Storage Group to restore. In the leftmost panel under Source, click
Selections. The Backup Job Properties — Selections window appears. Expand Remote
Selections and Microsoft Windows Network. Then, navigate to the Windows domain and
server holding the Exchange Storage Group that was originally backed up. Under Microsoft
Information Store, select the desired Exchange Storage Group and examine the catalog listing
to locate the catalog that corresponds to the date from which you want to restore (Figure 35).
Then, either select the date if you want to do a full restore or expand the date and select a
specific Mailbox Store or Public Folder Store to restore.
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Figure 35: Restore Job Properties - Selecting the Exchange Restore Source
3. Select the restore destination. When restoring from a VSS backup, you have two options. The
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first option is the default and will replace the original storage group on the original server, as

we are doing in this example.

The second option is to restore with redirection (that is, restore to a different server). You may
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want to restore to a different server if you are upgrading hardware or in a disaster recovery
situation in which the entire Exchange infrastructure must be recreated. You may also want to
restore to a different server to recover an individual mail store (instead of the entire storage
group) by manually copying only its log and database files from the redirected restore location
to the original location. To restore with redirection, in the leftmost panel under Destination,
click Microsoft Exchange Redirection. In the Restore Job Properties — Microsoft Exchange
Redirection window that appears, select Redirect Exchange sets and specify the “Restore to”
server and the “Restore to” mailbox to which you want to restore.

Specify the Exchange restore job options. In the leftmost panel under Settings, click Microsoft
Exchange. The Restore Job Properties — Exchange Settings window appears.

Note that when restoring a snapshot backup, all databases in a storage group must be set offline
(dismounted) unless you are restoring with redirection. Therefore, if the storage group is not
offline, EqualLogic best practices call for manually dismounting the databases before restoring.

Start the restore job. Click Run Now and then click OK in the Session User Name and
Password window. Click OK to start the restore job.

Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup
Exec tool bar, click Job Monitor. The Backup Job Monitoring and Status window appears.
Right-click a backup job in the Current Jobs or Job History panel and select Properties to
display the Job History window.

Verify the restored Exchange Storage Group.

Restoring Microsoft SQL from a VSS Backup

To restore Microsoft SQL from a VSS backup, follow these steps on the backup server:

L.

2.

In the Backup Exec tool bar, click Restore.

Select the SQL Server instance to restore. In the leftmost panel under Source, click Selections.
The Backup Job Properties — Selections window appears. Expand Remote Selections and
Microsoft Windows Network. Then, navigate to the Windows domain and server holding the
Exchange Storage Group that was originally backed up. Under Microsoft SQL Server, select
the desired Exchange Storage Group and examine the catalog listing to locate the catalog that
corresponds to the date from which you want to restore. Then, either select the date if you want
to do a full restore or expand the date and select a database to restore. See Figure 36.
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Figure 36: SQL Restore Catalog Listing

Select the restore destination. When restoring from a VSS backup, you have two options. The
first option is the default, which replaces the original database instance or database on the
original server, as we are doing in this example.

The second option is to restore with redirection (that is, to a different server).

You may want to restore to a different server if you are upgrading hardware or in a disaster
recovery situation in which the entire SQL infrastructure must be recreated. You may also want
to restore to a different server to recover an individual database (instead of the entire database
instance) by manually copying only its log and database files from the redirected restore
location to the original location. To restore with Redirection, in the leftmost panel under
Destination, click Microsoft SQL Redirection. In the Restore Job Properties — Microsoft
SQL Redirection window that appears, select Redirect Microsoft SQL sets and specify the
Restore to server and Restore to named instance (SQL 2000) to which you want to restore.

Specify the SQL database restore job options. In the leftmost panel under Settings, click
Microsoft SQL. The Restore Job Properties — SQL Settings window appears. Select Automate
master database restore option and the master database, then complete one restore operation
to restore the master database. Next, do another restore with the Automate master database
restore option cleared and all the other desired databases selected to complete the restoration
process.

Note that when restoring a snapshot backup, all databases must be set offline unless you are
restoring with redirection. Select the Take existing target database offline (SQL 2000)
option (Figure 37). If you don’t, and active database connections exist, the restore job will fail.
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Figure 37: Restore Job Properties - SQL Settings

7. Start the restore job. Click Run Now and then click OK in the Session User Name and
Password window. Click OK to start the restore job.

8. Monitor the backup job. You can monitor both running and scheduled jobs. In the Backup
Exec tool bar, click Job Monitor. The Backup Job Monitoring and Status window appears.
Right-click a backup job in the Current Jobs or Job History panel and select Properties to
display the Job History window.

9. Verify the restored database.

Summary

You can back up and restore local and remote NTFS volumes, Exchange e-mail, and SQL
databases using Symantec Backup Exec 10d with PS Series storage arrays from EqualLogic. In
addition, the VSS capabilities of the EqualLogic Auto-Snapshot Manager for Windows and Backup
Exec allow you to create an integrated, scalable, high-performing, and highly-reliable backup and
recovery solution for Microsoft environments.

VSS backups solve many backup problems; however, there are tradeoffs in backup and restore
functionality that you must evaluate to determine the best solution for your environment.
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Documentation and Customer Support

Visit the EqualLogic Customer Support website, where you can download the latest documentation
and firmware. You can also view FAQs, the Knowledge Base, and Technical Reports and submit a
service request.

EqualLogic PS Series storage array documentation includes the following:

e Release Notes. Provides the latest information about PS Series storage arrays and groups.

e QuickStart. Describes how to set up the hardware and start using a PS Series storage array.

o Group Administration. Describes how to use the Group Manager GUI to manage a PS Series
group. This manual provides comprehensive information about product concepts and

procedures.

e (LI Reference. Describes how to use the Group Manager command line interface to manage a
group and individual arrays.

e  Hardware Maintenance. Provides information on maintaining the PS Series storage array
hardware.

To access the Customer Support website, from the EqualLogic website (www.equallogic.com),
click support and log in to a support account. If you do not have an account, create one by

clicking the link under the login prompt.

To contact customer support, send e-mail to supportnpRequallogic.comn. If the issue is urgent,
call 1-877-887-7337 to speak with a member of the customer support team.
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